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1. What is the RCCMD Software?

RCCMD is a network client software, which enables to receive shutdowns or messages
from UPS servers like UPSMAN UPS Software, CS121 SNMP Adapters or any other kind
of RCCMD capable network-cards of other licenzed partners. RCCMD is the
successfulliest multiple server shutdown and messaging tool in the entire UPS world.

1.1 Network Shutdown with RCCMD

The program RCCMD is designed to execute a command on a remote system in a TCP/IP
network. RCCMD works like the Remote Shell (RSH) known in the Unix environment.
Inside the UPS-Management Software RCCMD is used to shutdown several servers that
are all powered by a single UPS. For this job, one of these computers is configured as
UPS-master server.

Install the UPS-Management Software UPSMAN on your UPS server and connect it to the
UPS. Alternatively, a SNMP adapter CS-111 or CS-121 can be used for this as well. The
other servers are only connected to the UPS power supply, no RS-232 connection is
necessary. On these remote systems, install RCCMD (copy the modules) and create a
shutdown routine for every system. This shutdown routine may be a batch file, shell script
or ncf-file, that contains the down and other commands for this system. After that, add
RCCMD to the shutdown job or to the EVENT configuration of the computer running as
UPS master server.



So now you have a computer in your server network supervising the UPS. The other
servers execute RCCMD and wait for the RCCMD signal of the UPS server. If a power
failure forces the master computer to shutdown the server-network, the shutdown-job of
the UPS-server will start RCCMD. RCCMD now sends the RCCMD-signal to all computers
in its list. The computers receive this signal and the installed RCCMD will execute the
programmed command.

Please note that it is required to install RCCMD in two different operating ways:

1. as a sending process on the UPS-server,
(RCCMD i s) (send)

2. as areceiving process (background-process) on the receiving computers.
(RCCMD i) (listen)

In contrast to the RSH, RCCMD does not include the command that is to be executed in
the sending process, but instead deposits the command with the receiving process. This
provides a security advantage in comparison to the RSH. Furthermore the receiving
process may check, which computer sends the RCCMD-signal and determines whether to
accept it or not.

o Attention: If a name resolution is achieved via DNS, please always use the

IP-address (and not the computer name) for a network
shutdown with RCCMD. In case the DNS is not available, the
network shkitdown will not work, if this method is not used.

RCCMD Version 2 or higher

The extended Version of RCCMD is also able to execute commands on remote
computers, execute the shutdown batch in the same TCP/IP port 6003, execute an e-mail
batch, enable log file entries etc. The RCCMD 2 sender (UPSMAN or CS121 SNMP
adapter) sends the corresponding RCCMD signal and the RCCMD 2 client starts the
corresponding batch file, which lead to the execution of the net send message.

The initial command will always come from the UPSMAN or CS121 where as the
execution will always be on the RCCMD client side.

Example: The CS121 should send a net send (network message) to a Windows NT
network. The CS121 can be programmeds o t hat during the event
me s s awllebe send. The text of the message is configurable by the user.

Upon on receiving the message by the RCCMD 2 client, the client is starting a batch file
and sends the net send message. Sender of the message will be the client and initiator is
the UPSMAN or CS121.

This way it is possible to send messages, e-mail etc. in the different networks and
operating systems, initiated by an UPS alarm.

AiPo
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Figure 1 RCCMD and UPSMAN in a network environment

2. Installation / Configuration of RCCMD for Windows

o Note:

The RCCMD Installer is using our delivered Java Runtime

Environment version, which is used for the installation or rather uninstallation only. In
addition the RCCMD Web Configurator is using a Java web-server (jetty). You can
deactivate the RCCMD service RCCMDW eblf into the services administration and

RCCMD is running without Java!

2.1 Installation of RCCMD

Prior of the start, please make sure that you have full administrator rights in order to

complete the installation.

Step 1:

Step 2:

Put the CD into the CD-ROM drive of your
computer or download the software into a specific
directory.

Please execute the installation program
installRCCMD.exe in order to copy the files to
your system and chose a desired setup
language.



InstallAnywhere will guide you through the installation of
RCCMD-Client.

Itis strongly recommended that you quit all programs before.
continuing with this installation.

Click the 'Next' button to proceed to the next screen. If you want to
change something on a previous screen, click the 'Previous' button.

‘You may cancel this installation at any time by clicking the ‘Cancel’
button.

Installer version: 69

Figure 2 Introduction

In the next menue you can see the progress column where the next steps are visible. Click

the

ANEXTO

button to

Enter your license key

RCCMD Client License Key

12SHARXG-

Enter license key:

Usually the license key is located on the installation booklet, or on
alabel on the reverse side of the CD sleeve.

Figure 3 License Key Entry

Step 3:

o Attention:

cont

i nue.

Please enter your license key an choose your
corresponding Windows OS from the list. The
used license determines, which module can be

installed.

If you enter a wrong license numbehiststage, the RCCMD
clientsoftware will be set to a 30 day trial version. Please

contact your UPS dealer for the full, correct licenseasinot
with the original GROM.



You need a special license key for your RCCMD software. You can identify the key with
the i R X 3nathe first part of the license key. Most of the times you need to order the key
separately.

10 x]

License Agreement

Installation and Use of RCCMD Requires Acceptance of the
Following License Agreement:

-
Copyright

The information contained in the manual of this
product iz nonconditional

and may be changed without due notice. GENEREX nor
the reseller of this

product undertakes no obligations with this
inforuation. The software

described in this brochure is given on the basis

of a license contract

and an obligation to secrecy (i.e. an obligation ;I

o T ceapt the termms of the Lcense Agrasment

" 1do NOT aceept the terms of the License Agresment

Previous

Figure 4 License Agreement

Select the feature you want to install.

install Set | Typical

[V]RCCMD
WebIf

74
Description
This installs the application feature.

Figure 5 Choose Install Set

Read and confirm the | icense agreement and cont



Where Would You Like to Install?
C:\Program Files\RCCMD

[ Restore DefauttFoider | [ Choose...

Figure 6 Install Folder Selection

In the next window enter the path where you want to install the software. Default is the

subdirectooyi MmR&€CCtMbe program files folder onto
o Attention: If youwant to execute a program or a batch file with RCCMD, it
is required that this program or batch file is located into the
RCCMD installation der \RCCMD( No t into 0OPr oc¢

filesSRCCMD like defauti) a search path is set on the folder.

It will be signalized Into the next window, that firewall exceptions will be created for the
RCCMD.exe (6003, 5769 TCP), the RCCMDTray.exe (971 TCP) and the RCCMD W eblf
(8080 TCP).

Windows Firewall Ausnahmen werden erzeugt fiir:
RCCMD

RCCMDTray

RCCMD Weblf

Abbrechen

Figure 7 Firewall Exceptions
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The RCCMD tray provides the appearance of the RCCMD message box as pop-up into
the foreground. If you do not want to receive messages from the RCCMD, please close
the RCCMD tray via the context menu. To disable the RCCMD tray permanently, you can
disable it into the RCCMD configuration.

The RCCMD tray appears into the taskbar.

The red point means, that the RCCMD service is not started or rather a problem has
occured (powerfailure, communication lost). Green means, that the UPS status is okay.

RCCMD-Tray |

12:45
|« 10.06.2011

Figure 8 RCCMD Tray
In next menu you can choose to create a new program group (default) or to choose icons

elsewhere or not at all.

Choose Shortcut Folder

Where would you like to create product icons?

* In anew Program Group: IRCCMD

" In an existing Program Group: IRCCMD
" In the Start Menu

= On the Desktop

" In the Guick Launch Bar

' Other: Chonse.. |

" Don't create icons

[V Create Irons Far All Users

Cancel Previous

Figure 9 Shortcut Folder Selection

In the next menu you see an overview of your instal | at i on and you may now
to begin.
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\E RCCMD

Pre-Installation Summary

Please Review the F ing Before C

Product Name:
RCCMD

Install Folder:
CARCCWVD

Shortcut Folder:
CA\Dokumente und
FEmnstellungen\erik\Startmeni\Programme\R CCWD

Disk Space Information (for Installation Target):
Required: 83.332.734 bytes
Available: 12.805.849.088 byles

Cancel Previous i Install

Figure 10 Summary

Select these default values for port and protocol for RCCMD Weblf or select new ones.

:Tne default port appears to be free.
| Selectthese default values for Port and Protocol for RCCMD Weblf, or
| choose new ones:

Access Protocol:

Default: http
ihto

RCCMD Weblf Port:
Default: 8080
|8080

Figure 11 Set Weblf Access

RCCMD has been installed successful.
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Congratulations! RCCMD-Client has been successfully installed to:
C:\Program Files\RCCMD

Press "Done” to quit the installer.

7
7/
7/
7
7
o
<

Figure 12 Installation Complete

2.1.1 Silent Installation of the RCCMD Installation

The RCCMD Software provides a silent installation, but it is required to enter some
settings int®rtolpe r fiThigfietsdoidied ima the CD folder
\Rccmd\Windows\12.

# Usage:

#

# Torecord a new response file start the installer from command line
# with parameter "-r'.

# Use the new Values for the provided Variables from this file.

# To perform a silent install, start the installer on the commandline.

# The installer also needs the parameters '-f <path/to/resonsefile>'.

# Choose Install Folder

## Uncomment this variable to set a new default Folder into which the program will be
installed.

## The example represents the default, that will be used, if no folder is provided.

## According to the example backslash characters ('\') need to be escaped by a
backslash.

## Spaces in the path also require a backslash as an escape character.

## USER_INSTALL_DIR=C:\RCCMD

13



# Choose Link Location

## You can tell the installer in which folder the shortcuts should be installed.
## The absolute path must be given.

## options are: "Do Not Install" if you do not want any shortcuts,

## or a path to the folder in which the shortcuts should be created.

## Here are two examples:

## USER_SHORTCUTS=Do Not Install

## USER_SHORTCUTS=C:\\Dokumente und Einstellungen\\<sWindows
User>\\Startmeni\\Programme\\UPS

## Choose Feature List

## If you want to install a subset of features from this installer,

## make a list of all the features you want to be installed.

## The List must be entered in the CHOSEN_INSTALL_FEATURE_LIST variable.
## Options for the list are: RCCMD, Weblf

## CHOSEN_INSTALL_FEATURE_LIST=RCCMD,Weblf

## Choose OEM

## Enter your OEM number here.
## OEM=0

## Choose locatization

## If you want to install a different language than English

## you will want to provide the valid country code here

## This is only important for silent installations.

## Valid codes are: zh_cn, de, en, fr, el, it, ja, ko, pt, ru, es, tr

## INST_LANG=de

## Choose License Key

14



## For silent installation your License Key must
## be provided here.

## GXLICENSEKEY=yournumber

## Choose Installer User Interface

#

## For installation in console modus, pass the parameter: "-i console" to
### the installer.

## If you want to use the installer in silent mode with no user interaction,
## you can set this variable to "silent".

## Default is "gui".

## INSTALLER_Ul=silent

#INSTALLER_UI=gui

## Weblf Settings

## Here you can override default settings for access to the RCCMD Weblf.

## These settings are ignored, if the variable CHOSEN_INSTALL_FEATURE_LIST

## is set and does not contain the Weblf feature.

## In interactive install modes (gui, console) the installer will check, whether

## the chosen port is free to be used.

## Valid values are: 1-65535

## WEBIF_PORT=8080

## Valid protocols are: http, https

## WEBIF_PROTOCOL=http

Figure13Cont ent of the Ainstaller.propertieso

Itis required to remove the hash mark prior of the variable INSTALLER_Ul=silent . In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.

15



2.1.2 RCCMD Silent Installation and Takeover of own Configuration

After you have finished the edi padssibletocrtatet he fi ns
an own RCCMD configurati on amafuireddoeResutelthent 0 i nst
RCCMD configuration manually once. Then export this configuration out of the registry

into a file as follows:

. Click the right mouse button on fAPar ameter :
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rccmd, select
AExporsaveantdhe fil e withas hfeWInNOEe/ NiTTd c md . r e

Registration Fileo.

. Store the file Arccmd. regd i 4nstalerpabket di r ect «
is located.

e Open the file Arccmd.regodo with an editor al

contains the license key.

e  Create a new Windows batch-file (*.bat) with an editor, e. g. with the name
Ailnstal AndConfi gRCCMD. bato, which should |

@echo off

f RCCMD, please wait... ***

echo Ready

. Now you can start a combined RCCMD silent installation and configuration via
executing of your Windows batch-f i | e Al nstall AndConfi gRCCMD

2.2 Console Installation of the RCCMD Installation

This console installation works interactive and will ask for user input, defined in the

install atiomlderi pt ofpielr d.i eisms{ see above
o Note This concerns the installation only. Thefiguration will be
performed via editor into the ar

For the activation of the console installation, it is required to remove the hash mark prior of
the variable INSTALLER_UI= and to enter console . This is the interactive RCCMD
installation onto the console. Executet he fi nst al 6flRCCMD. ex e

2.2.1 Example of a Console Installation

Adjust the file Ainstaller.propertiesd accordin
following command:

installRCCMD.exe 1iconsole

16



Select the desired language and note the introduction.

Deutsch
ENGLISH
FRENCH

LOCALE BY NUMBER: 2

{created with InstallAnywhere>

Preparing CONSOLE Mode Installation...

Introduction

InstallAnywhere will guide you through the installation of RCCMD-Client.

It is strongly recomnended that you quit all programs hefore continuing with
this installatien.

Respond to each prompt to proceed to the next step in the installation. If you
want to change something on a previous step, type *back’

You may cancel this installation at any time by typing 'quit’.
Installer version: 315

IPRESS <ENTER> TO COMTINUE:

Figure 14 RCCMD Console Installation i Language Selection, Introduction

Enter your license key and note the license agreement.

Enter your license key

Enter your license key
Usually the license key is located on the installation hooklet, er on a label
n the reverse side of the CD slseve.

[Entor license key: 12SHAR¥3-23456789

Test version — Only meant For testing purposes, key only valid for 38 days.
Uould you like to enter a different license key? (Yes/No):

License Agreenent

Installation and Use of RCCMD Requires Acceptance of the Following License
hgreement:

Copyright

The information contained in the manual of this product is nenconditional
and may be changed without due notice. GENEREX nor the reseller of this
product undertakes no ohligations with thic information. The softuare
described in this brochure is given on the basis of a license contract

and an obligation to_secrecy (i.e. an obligation nat to furthes publicise
[the software material>. The purchaser may make a single copy of the software
naterial for backup purposes. Ho parts of this manual may be transfered to
third persons, either electronically or mechanically, or by photocopies

or sinilar means. without the express written permisson of the GENEREX

or the royalty holder.

[The UPSHRN management software includes for every serialnumber the licence for
using seryice at one server with one UPS. The
UPSHON/JRURHON/Uehlntel-fm:e

is freeware and may be copied and used from an unlimited numhers of connected
jworkstations

[The RCCMD client software requires a separate license key for every
installation.
nless a RCCHD enterprise license is available, the user must NOT install

[PRESS <ENTER> TO CONTINU

Figure 15 RCCMD Console Installation i License Key, License Agreement

Select the desired product features, enter an install folder and note the firewall exceptions.

17



Choose Install Se

Choose Product Features

ENTER # COMHA_SEPARATED LIST OF NUMBERS REPRESENTING THE FEATURES YOU WOULD
LIKE T0 SELECT, OR DESELECT. TO UIEW A FEATURE'S DESCRIPTION. ENTER
' 7<{NUMBER>'. PRESS <RETURN> WHEN YOU ARE DOME:

1- [®] RCCHMD
2- [R]1 Weblf

Please choose the Features to be installed by this installer.:

Choose Install Folder

Where would you like to install?
Default Install Folder: “Frogram Files\RCCHMD
[ENTER AN ABSOLUTE PATH. OR PRESS <ENTER> TO AGCEPT THE DEFAULT

rewall Exceptions

Firewall Exceptions will be added for:
[RCCMD

[RCCMDIray
[RCCMDWehIf

[PRESS <ENTER> TO CONTINUE:

Figure 16 RCCMD Console Installation i Features Selection, Install Folder, Firewall
Exceptions

Select a link location and note the pre-installation summary.

WUhere would you like to create lin
->1- Default: C:\ProgramData‘Microsoft\Windows\Start Menu:\Programs\RCCHMD
2- In your home folder
3- Choose another location.
4- Don’t create links

[ENTER THE NUMBER OF AN OPTION ABOVE. OR PRESS <ENTER> TO ACCEFT THE DEFAULT

[Pre—Installation Summar

FPlease Review the Following Before Continuing:

[Product Hame:
RGCHD

Install Folder:
C:\Program Files“RCCMD

Shortcut Folder:
C:\ProgramData~Microsoft\Hindouws:\Start Menu\Programs\RCCMD

Product Features:
RCCMD.

HebhIf

Disk Space Information (for Installation Target):
Required: 127.365.948 Bytes
Available: 15.126.745.888 Bytes

Figure 17 RCCMD Console Installation i Link Location, Pre-Installation Summary

Set the Weblf port and the protocol and RCCMD has been installed successful.

18



[This is the default protocol to access the RCCHMD WehIf.
Felect your preferred protocol here:

—>1— http
2— https

NTER A COMMA—SEPARATED LIST OF NUMBERS REFRESENTING THE DESIRED CHOICES. OR
PRESS <ENTER> TO ACCEFT THE DEFAULT:

0

is the default network port to access the RGCMD WehIf.

h
Eelect your preferrved port heve:

Port: (DEFAULT: B808@):

installation Complete

ongratulations. RCCMD has heen successfully installed to:
C:~\Program Files\RCCMD
PRESS <ENTER> TO EXIT THE INSTALLER:

Figure 18 RCCMD Console Installation i Set Weblf Protocol, Port

2.3 RCCMD Weblnterface (from version 4.0.1.9)

RCCMD provides its own web-interface from version 4.0.1.9 or higher. Therefore it is
possible to configure and control RCCMD remotely. After the successful installation, as
described into chapter 3.1, your default web-browser of your OS starts automatically.

[@ RCCMD Configus

Datei Bearbeiten Ansicht Favoriten Extras ?
Favoriten | 43 ] Web Slice-Katalog v

@ RCCMD Configurator

<;izr41ffil5>< 1 :Zl7'.().()- 1

v Status Event Log
o View Event Log These are the events that have occured on this computer.
e System Status [noTog data, yet.

Figure 19 RCCMD Weblnterface Certificate Error

o Attention: Use the access data oUmsmpd.

19
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Click the #AOko button, because the rccmd. |l og f

was not started yet. CIlick nfiguatiohOpti onsd button

You can enter the IP addresses of the allowed RCCMD senders (CS121/UPSMAN) into

theiConnectmeonnus.d0 Cl ick the Alnsert Sender 0 butt ol
1ender. Click the fARemove Sender 0 adyenteredi®, i f vy
address. Click the AEdit Sendero button, if you
o Attention: If you do not enter an address, then every server has the

permission to send a shutdown command.

You can define under i Pr ot ¢ it REGCHMD should use SSL certificates. Enable the
AReject expired SSL certificateso, iif you want
Please take a look into chapter 3.9 for further information about RCCMD with SSL.

Datei Bearbeiten Ansicht Favoriten Fxtras 7

g Favoriten | 5. ] Web Slice-Katalog ~

@ Comnections

cerenex 127.0.0.1

~ Options ‘The list below identifies all senders that are allowed to connect to this listener.

A y this listener.

® Connections
e Heartbeats
e Redundancy
e Shutdown Settings

Insert Sender

e Notification Settings
® Advanced Settings
© Web Configuration

RCCMD - Insert | Edit Sender

Enter the Name or IP-address of the incoming RCCMD Sender below.
Incoming RCCMD Sender: 192.168.222.243

Protocol

The setting below increases the security of connections to this RCCMD

[“I Accept only SSL connections (requires restarting RCCMD)
Reject expired SSL certificates

Hel,

Figure 20 RCCMD Weblnterface Configurator i Connections
Click the fASave Changesod button prior of the | e

You can enable the AUPSMAN Al i vieHeGh echkeébst fs@at ur
check is a signal, that will be send to the CS121/UPSMAN via port 5769, if the UPSMAN
service stildl got UPS dat a. I'f not, the script
an accordant pop-up message.

The feature fiby the use of CS121/ UPSMAN Tr apsd¢
messages, which will display the UPS status as message. If enabled, this feature will
trigger a message, if the UPS status of the UPSMAN/RCCMD servers has changed.

20



The feature Aby polling CS121/UPSMAN every X Se€
without receiving UPS data or rather messages.

The polling rate (default 1800 seconds) defines the polling of the UPSMAN service,
connection retries (default 100) means after 100 unsuccessful connection tries an alarm
will be triggered.

Datei Bearbeiten Ansicht Favoriten Bdtras 7

i Favoriten | 5l @] Web Slice-Katalog ~

(& Heartbeats

GENI.EREX 127.0.0-1
Heartbeats

Notification Settings
Advanced Settings
Web Configuration

and retry each failed connection: 100  times

~ Options The UPS alive check can be used to monitor the availability of each sender..

* Connections Enable automatic UPS alive check SEeds e ace.

* Heartbeats —

+ Redundan. by the use of CS121 | UPSMAN Traps 5121/ UPSHIAN addresses Alive result
" 192.168.222.210 Ok

« Shutdown Settings P !

. ‘@ by polling CS$121/UPSMAN every: 1800 seconds 192.168.222.209 ok

.

.

When the alive check fails, then RCCMD will use the follov|
Run this command file : C:\Program Files\RCCMDlalive.bat

e Run alive check now...
Hel

Figure 21 RCCMD Weblnterface Configurator i Heartbeats

Youcan test the UPS connection, if you click the
5769 will be tested).

Click the ASave Changeso button prior of the | e

You can enable the redundancy management feature into the menu i Re d un d aThe y o
redundancy level defines the number of redundant senders in the redundancy group. This
means, that level 1+ senders must have sent a shutdown signal before this RCCMD starts

its shutdown sequence.

When redundancy suppresses a shutdown, t hen RCCMD will trigger th
You can edit this file, if you click the AEdit
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e e @] hitp://localhost:8080/Options/redundancy.htm
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& Redundency

GENEREX
*

127.0.0.1

~ Options

Connections
Heartbeats
Redundancy
shutdown Settings
Notification Settings
Advanced Settings
Web Configuration

see s e

Redundancy

The redundancy level defines the number of redundant senders in the redundancy group. This means that level +1 senders

must have sent a shutdown signal before this RCCMD starts it's shutdown sequence.

Enable RCCMD function

Group Sender Addresses
192.168.222.210
192.168.222.209

EE

Redundancy Levet: I -]

I

When redundancy supresses a shutdown, then RCCMD will use the following setting:

Run this command file : C:\Program Files\RCCMD\Shutdown Suppressed.bat

Figure 22 RCCMD Weblnterface Configurator i Redundancy

Please note, that it is required to configure a reset of the redundancy alarm on the sender
ou can use the function ASend
a previously sent shutdown automatically. If a shutdown was suppressed, because of the

(CS121/UPSMAN). Y

existing redundancy at this point of time, but the problem was solved at the UPS
t he shut down

int er medi at
shut downhf.

Please take a look into chapter 3.4 or rather 3.4.1 for further information about RCCMD

with redundancy.

Click the

e, you can reset

The client, whi ch

ASave Changesodo button prior

received

You can change ofr rather extend the
menu. The shutdown.bat will be executed by default:

rem created by setup

@echo off

set path=%path%;C:\Program Files\RCCMD

ExitWin.exe shutdown force

@cls

22
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£_ hitp//localhost 5080/ Dptions/sh:

i Favorten | 35 ) Web Sice-Katatog
1 Shutdown Settings
CENEREX 127 0 0 1
* V.V,
Shutdown setings
~ Options When RCC

* Advanced Settings
® Web Configuration

Shut down System

-
.

Settings fle: C:Program Files RCCMDishuldown.bat

I

Figure 23 RCCMD Weblnterface Configurator i Shutdown Settings

If you want to execute a powershell script, you can edit or add desired scripts here. If you
Syst emo,

not e

wantto edittheshut down. bat, mar k fAShut down
and the ASave Changeso button. Pl ease
R 127.0.0.1
. L L] L]
Sta Shutdown Settings
- Options When RCCMD shuts down your operating system, it will use the following sequence:
& Heartbeats
* Redundancy script.ps1 C:\Program Files\RCCMD\shutdown.bat
& Shutdown Settings rem created by setup
* Notification Settings @echo off
& Advanced Settings set path:%path%;c:\?mgram Files\RCCMD
* Web Configuration powershell.exe .\script.ps1

@cls

Settings file: C:\Program Files

Figure 24 RCCMD Weblnterface Configurator i Shutdown Settings i Edit File

You can define the email settings of the senderint h e
you can enable the encryption or rather enter another SMTP port.
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£-Mail Settings

€ @ tocalhost 3080/ Options/mailSettings.htm C ||~ Google
RCCMD 0:0:0:0:0:0:0:1
V.V.V.V.VLV.,
E el Seings

~ Options Configure the sender e-mail settings that RCCMD will use to send e-mails.
* Connections — (VI Enable E-Mail Client
* Heartbeats
« Redundan Outgoing Server (SMTP): smtp.googlemail.com

+ Shutdown Settings
+ E-mail Settings

» Notification Settings
« advanced settings S
« web configuration

. Account User Name: generextest

Account Password:

Sender E-Mail Address: generextest@googlem

SMTP port: 25
Use secure connaction (TLS encryption)

s
Cancel Save Changes

Figure 25 RCCMD Weblnterface Configurator i E-Mail Settings

You can change or rather extend the default bat files for E-Mail, Message and Execute, if
you c¢click the AEdit Fileéd button.

D: avo

% Favoriten | g ] Web Slice-Katalog =

‘g Notification Settings ‘ |

SENEREX 127.0.0-1

*
£ i Noticaton
~ options When RCCMD receives an e-mail signal it will use the following setting:
Run this command file
® Connections C:Program Files\RCCMD\mail.bat Edit File
* Heartbeats -
* Redundancy
. Settings
* Notification Settings
® Advanced Settings Message Notification

* Web Configuration
When RCCMD receives a message signal it will use the following setting:

Run this command file :

CiProgram Files RCCMDImessage bat Edit File.

Execute Notification

When RCCMD recaives an execute notification it will use the following setting:
Run this command file :

CiProgram Files\RCCMDlexecute.bat Edit File...

Figure 26 RCCMD Weblnterface Configurator i Notification Settings

Click the fASave Changesodo button prior of the
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You can define the maximum size of the event logfile into the me n u

AfAdvanced

where the overwriting of older entries will start, the RCCMD bindings for the IP address,
the RCCMD listener TCP port and the RCCMD Tray Message Port, which will be used for

the RCCMD messages. In addition you can enable t h e

fiJSa basr t as i

feature, that means, if disabled, that RCCMD will execute jobs only, if somebody is logged
in on the system and the RCCMD Tray is active!

o Attention:

Sett

nteract

The shutdown job would not be executed too, if nobody is logged
in! If this fature is enabled, assure that somebody is logged in at

anytime!
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@ Advanced Settings

Sk @] Web Slice-Katalog

SENEREX
*

127.0.0.1

~ Options

® Connections
® Heartbeats
* Redundancy
® Shutdown Settings

® Notification Settings

Event Lodfile

When the event log file reaches the size below then older entries will be deleted
Maximum file size (KB): 512

RCCMD Bindings

1P ada; 1d TCP-port of the RCCMD Listener

Settings

.
* Web Configuration

1P address (0.0.0.0 means all addresses): 127.0.0.1
Note: IP address 0.0.0.0 means every local address; default TCP Port is 6003

: 6003

Message Port
Use this Port to send Messages to RCCMD Tray
Message Port: 961

[] start Jobs as interactive User

Figure 27 RCCMD Weblnterface Configurator i Advanced Settings

Click the

You can change the default password for

AiSave Changesbo

t he

button

user

pri

or of t

fi admi

Conf i gur laadditton you can disable the HTTPS protocol, if you just want to use

the HTTP protocol.
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e Favorten | 53 @] Web Siice-Katalog v

16 Advonced Settings
CSENEREX 127 0 o 1
* Vil
e
~ Options
Administrator User Name: admin
® G Password:
.
S Password:
. n s this user interface .
o Notification Settings Protocol: HTTP-No Securty [+]
* Advanced Settings
* Web C i
Port for htp: 2080
Portfor https: 8443

Figure 28 RCCMD Weblnterface Configurator i Web Configuration

Click the

You can see the logging of the events intothemenufi St at us,

T8 RechD ConUSET

ASave

€] hitpi//localhost8080/Status/vienEventLog htm

C h a n gawisgoof tHisisite tosave your changes.o f  t

Event
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‘ & RCCMD Configurator

SENEREX
*

127.0.0.1

~ Status

* View Event Log
® System Status

Help

EventLog

that on this it

Date «
20121047
20121017
20121017
20121047
20121017
20121017
20121017
20121017
20121017
20121017
20121047

20121047
20124047
20121017

20121017

Timea.

15:21:52 RCCMD: Copyright (c) 1996-2012 Generex GmbH
15:21:52 RCCMD: RCCMD Listen Mode started.

15:21:52 RCCMD: RCCMD V4.0.21 - Windows NT Remote Command Program

15:21:52 RCCMD: RevThreadUdp gestartet

15:27:10 RCCMD: RCCMD Listen Mode stopped

15:27:10 RCCMD: RevThreadUdp angehalten

15:27:12 RCCMD: Copyright (c) 1996-2012 Generex GmbH
15:27:12 RCCMD: RCCMD Listen Mode started.

15:27:12 RCCMD: RCCMD V4.0.21 - Windows NT Remote Command Program

15:27:12 RCCMD: RevThreadUdp gestartet

15:39:24 RCCMD: RCCMD Sender 192.168.222.75 hat keine Berechtigung dieses Programm zu starten! ||

Priifen Sie RCCMD Berechtigungsliste.

15:39:24 RCCMD: RCCMD message received from 192.168.222.75

15:40:22 RCCMD: RCCMD Listen Mode stopped

15:40:22 RCCMD: RevThreadUdp angehalten

15:40:25_RCCMD: Copyright (c) 1996-2012 Generex 6mbH

I»

Reload Log File

Figure 29 RCCMD Weblnterface Configurator i View Event Log

You can check the current status of RCCMD into the me n u

AiStatus,

update the status and restart or rather stop/start the RCCMD service.
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Datei Bearbeiten Ansicht

i Favoriten | g 8] Web Stce-Katslog

8 System Status

GENEREX 127.0.0-1

*

~ Status System Status

* View Event Log Current status of RCCMD is : running
+ System Status

Stop RCCMD

Figure 30 RCCMD Weblnterface Configurator i System Status

You can open the RCCMD user manual into the menu fi H e | ag you can follow the link to
www.generex.de.

12 Varus Vi T
e

£ | http://localhost:8080/Help/manuals. htm

Datei Bearbeiten Ansicht Favoriten Extras 7
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@ Manuals

GEMNEREX 127.0.0-1

Status Help

Options Download RCCMD Manually locally:
~ Help + RCCMD Manual
Find more documentation online here.

)

* Manual
Figure 31 RCCMD Weblnterface Configurator i Help

2.3.1 RCCMD WeblInterface Remote Access

RCCMD provides its own web-interface from version 4.0.1.9 or higher. Therefore it is
possible to configure and control RCCMD remotely. Please note, that the firewall port
8080 TCP is enabled. Enter the following into a web-browser, to connect to a workstation,
where RCCMD is running:

http://IP address of the RCCMD client:8080
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RCCMD Configurator

€ 192.168.200.17:801 2 |
GENEREX
*
~ Status Event Log
« View Event Log These are the events that have occured on this computer.
« System Status
Authentifizierung erforderiich =X
O hitp://192.168.200.17:8080 verlangt einen und ein Passwort. Ausgabe der Website:
"RCCMD Config"
Benutzemame:
Passwort:
Ok | [ Abbrechen
Retond Lo e

Figure 32 RCCMD Weblnterface Configurator i Remote Access

2.4 RCCMD Client as Relay Station

In order to reach a bigger number of RCCMD receivers, one RCCMD client needs to be
operated as relay station. The receiver will be configured so that it will receive a RCCMD
signal and this signal will be used to start a batch file, which then starts even more
RCCMD sender signals. This workstation is then sender and receiver at the same time
and is therefore an important link in the UPS monitoring chain. Generally the usage of a
RCCMD client as a relay station makes the management of several 100 RCCMD clients
far easier than configuring this via the Web-interface of the CS121. Additionally, all Web-
browser event configurations have a certain limitation so that it is required to use the relay
function, if the number of jobs exceed 50 per event at the CS121 HW 131, at older CS121

adapters even earlier.

See the following script, which lets the RCCMD-client act as relay station:

Figure 33 Example: Batch File RCCMD act as Relay Station
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fistarto is a Windows batch c onreeveral idstances. This ar t t h
allows to execute programs simoultanously and speeds up the shutdown process. Please

note that istarto is not supported in all Wi nd
using.

2.5 Automatic Reset of the Redundancy Alarm

You can use the function ASend RCCMD cancel shu
shutdown automatically. If a shutdown was suppressed, because of the existing

redundancy at this point of time, but the problem was solved at the UPS intermediate, you

canres et the shutdown with the function ASend RC
which received the shutdown, will be encouraged to reset it.

This command can be set individually into your CS121, UPSMAN or BACS
WEBMANAGER Events/Alarms configuration, but makes sense only, if the event, which

will send the command, is true, if the UPS is back in normal condition. For this the events

APOWER RESTORED#A, ABATTERY LOW OFFfAi, AUPSMAN S
ALARM OFFA are suitable, i f t hethe C812k Thejolovi ded
ASend RCCMD cancel shut down icleavevents,dso thate. g. att i nt o
restart of the UPS, the event AUPSMAN STARTEDH
client automatically.

Al ternative: Should the shabddBemdn®CCHKPE parserl
cSs121, UPSMAN or BACS WEBMANAGER, y ou can us
shutdown to remote clientfi or rather ASend RCCN

The par ameter AWAKEUP# got t he s a2 caficeinct i on
shut downfi and resets the redundancy alarm of a
the events APOWER RESTOREDfA, ABATTERY LOW OFFT

AGENERAL ALARM OFFA# are suitable too, to conf
commandtore mot e clientfd with the AWAKEUPA command.
Function: Send RCCMD Command to remote client «

Client IP: 192 16820017

Client Port (Default: 6003): £003

Command: WAKEUP
554 Command

Figure34CS 121 Configuration AWAKEUPO Command

Click into the CS121 menu AEvents/ Al armsod onto
Select the function fiSend RCCMD command to r emo
address of the RCCMD client and enter the comma
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IDCRAAR

Insert Function @

Function:  [Send RCCMD EXECUTE ta remote client ~|

Function Parameters:

Parameter | “alue
ADDRESS  192.168.200.17
PORT 6003

550 Enable 851

PARAMET... (WAKEUP)

Additional Parameters can be entered here

& Daimmediately, once " Doafter [0 Seconds
" Do Always " Doafter [0 Seconds, repeat
" DaEvery |0 Seconds { Dg at 0 Minutes remaining

—

Figure35UP SMAN Configuration AWAKEUPO Command

Click into the UPSMAN configuration the buttons
restoredo and Alnserto. Add tder € momtcd i wlni drStedn,d
accordant I P address of the RCCMD client and en

Figure36 i WAKEUPO Command into RCCMD Log File

o Advice: The restart of the RCCMD service is a third opportunity to reset the
redundancy alarm.

2.6 RCCMD with SSL for Windows

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides
security and data integrity for communications over TCP/IP networks.

30



Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the

MNet wor k

& Securityo configuration

button

and

Network & Security Settings

MAC Address:
Network Card Speed:
Local Address:
Gateway Address:
Subnet Mask:

DHS Server.

Confirm Password:

Change UpsMon & 554
Confirm Password:

Use UpsMon Password

Change Administrator Password:

00-03-05-0E-09-E1 Enable Telnet Server:

AUTO M Enable HTTP Server:
192.168.202.98 HTTP Port:
192.168.202.1 HTTP Refresh Time:
255.255.255.0 HTTP Default Page:
192.168.202.8 Enable HTTP Tooltips:
Enable UpsMon Server:
Use RCCMD2 Traps:
Enable RCCMD Listener:
Passwon: RCCMD L?slener Port:
RCCMD Timeout:

30

10

UPS Status
]

6002

180

(uSe RCCMD SSL:

D

for Web Pages: (=]

Figure 37 RCCMD SSL Settings

The SSL network feature requires correct time settings, so it is required to configure a

ti
one timeserver.

meser

Time Settings
RFC868 TCP compatible tim

Some public timeservers (co

192.53.103.103 . P!

ver Click the

eserver listening on port 37 required

To disable the timeserver feature settimeserver address 110 0.0.0.0

uld be used for both protocals).

129.6.15.29 : National Institute of Standards and Technolegy

Technische B

Timezone:

Automatically adjust clock
for daylight saving changes:

Connection Retries:
Synchronize Time on

‘Current system time: Thu Dec 4 23:49:26 2008
(TmeserverAddress1: 19253103103 SNTP  ~)
Timeserver Address 2: 0000 SNTP =
Timeserver Address 3: 0.00.0 SNTP -

(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockhelm, Vienna
(implemented for european timezones only)

2

incoming RAS connection: 0
Synchronize Time on D
outgoing RAS connection:
([ TestTimesener1 || [ TestTimesenver2 | [ TestTimeseners | | Synchronize CS121 clock now

Figure 38 Timeserver Settings

Click t
settings.
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CS121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memory. Changes will be used after the next reboot.

=
(] Backup Configuration

Store 3 backup of the configuration en your local harddisk (Use right mousebutton and "save target as™)
=

MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Reboot the C5121 without saving configuration changes.

Save, Exit & Reboot
\Write all changes to flash memaory and rebootthe C5121. (Please be patient after clicking here)

Figure 39 Settings Confirmation

Start the RCCMD Web Configurator again and enable the SSL network feature.

Datei  Bearbeiten Ansicht Faveriten Extras 7
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& Connections

cEm T 0:0:0:0:0:0:0:1

*

* Options The list below identifies all senders that are allowed to connect to this listener.
Nore: An empty list means that every sender can connect to this listener.

* Connections

* Redundancy 192.168.222.113
& Shutdown Settings
* Notification Settings
* Advanced Settings
* Web Configuration

m

Protocol

The setting below increases the security of connections to this RCCMD

ccept only SSL connections (requires restarting RCCMD))
["] Reject expired SSL certificates

Hel,
oo |

Figure 40 SSL Configuration

If you want to accept expired certificates, please enable the accordant function.
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2.6.1 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org/related/binaries.html ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl inewca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it
should contain the same useful common name (CN), that you selected for the CA. The
private key must not be encrypted to let the RCCMD Client (service) start without trouble.
Therefore Wweodsso thpt ifbeywraenglo tchemmand :

CA.pl Tinewreq -nodes
Sign with your CA:
CA.pl 1sign

Now <create an empty file named fi formationdof p e mi
newcert.pem (rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it.
Please note, that the exact copying is required to use it without trouble!

Use your own RCCMD certificate

Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):
. Backup the existing fArccmd. pemo
. Repl ace the existing Arccmd. pemd with your
. Restart the RCCMD Client

Restart the RCCMD Sender

2.7 Settings of the Authorization of the RCCMD Service

This function is used for the commitment of the user authorization of the UPSMAN service,
which exceeds the system shutdown, e.g. execution of batch files, script files etc.

Open the menu of the properties window for the RCCMD service (via control panel,
administration and services).
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rccmd Properties {Local Computer) HE

General | Log DnI Hecoveryl Dependenciesl

Service name: recmd
Display hame: |'CC"“‘:|

Description: ‘

L

Fath to executable:
C:ARCCMDARCCMDLERE

Startup type:

Service statug:  Stopped

Start | Stop | Bauze Eesume

‘f'ou can specify the start parameters that apply when you start the service
fram here.

Start parameters: I

QK I Cancel | Apply

Figure 41 RCCMD Properties Window

Click the ALog Ono button on the upper |l eft sid

rcemd Properties {Local Computer) |7 x|
General LogOn I Hecwerpl Dependenclesl
Log on as:

& { ocal System account

¥ Allow service to interact with desktop

" This account: Browse...
Bassword:
LConfirm password

‘You can enable or dizable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undacked Prafile Enabled
Daocked Profile Enabled

Enable Disable
oK I Cancel I Apply I

Figure 42 RCCMD Properties Log On Window

Check the AThi s dealetetiepassvoordsand @ahidck t he ABr owse
button.
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rccmid Properties {Local Computer) HE
General LogOn | Flacoveryl Dapendenciesl
Log on as:

" Local System account
¥ | &llows service to interact with deskiop

I Browse... |

Bazsword: LITITITTITITITTT)

Lonfirrn passward: LITITITTITITITTT)

‘f'ou can enable or disable this service for the hardware profiles listed below:

Hardware Prafile | Service |
Undocked Profile Enabled
Drocked Profile Enabled

Enable | Disable |
Ok I Cancel | Apply |

Figure 43 RCCMD Properties Password Confirmation

Select User 7

Select this object type:

IUser or Built-in zecurity principal Object Types...

From this location:
IGX?Z Locatione...

Enter the object name to select (examples):
[ Lheck Hames

1

Figure 44 Select User Window

Click the A(examples)odo button t
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Select User H

Select this object type:

IUser or Built-in security principal Object Types... |

Fram thiz location:
IGX?2 Locations. .. |

Camnmon Queries |

HEme: IStartswithj I Columfis... |
Deseiptior: [Stats with =] | |

= | Dizatled|acoounts
= | Mot expining passwond

Dayz since |ast logarn: I 'l

el

Ok | Cancel |

Mame [RDN) | In Folder

ﬂ _wmware us.. GxF2

. Adminiztrator

€ ASPHET GX72

€ hank Gx72

€ Guest 72

 Helpdssistant 72

€ IUSR_GK72  Gx72

€ lwieM_GKT2 GR72

€T LOCAL SERVY...

O NETWORK 5...

$HSUPPORT 3. GH72

Figure 45 Selection of the Object Name

Select User [ x|
Select thiz object type:
ILlser or Built-in security principal Object Types. .

Fram thiz location:
IGX?2 Locations...

Enter the object name to select (examples]:

G2\ dministratar LCheck Mames

FEE

Figure 46 Administrator Selection

Click the AOkod button and enter the new passwor
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rccmd Properties {Local Computer) EHE
General LogOn | Flecoveryl Depandenciesl

Lag on as:

= Local System account

¥ | &llow service tointeract with deskiop

' This account I.\Administrator Browse... |

Pazsward: I""O

Lanfirm passwaord: I. sensl

“Y'ou can enable or dizable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undocked Profile Enabled
D ocked Profile Enabled

Encble | Disable |

QK I Cancel | Apply |

Figure 47 Administrator Password Confirmation

Services

L) E The account | \Aadministrator has been granted the Log On As & Service right.
*

Figure 47 Service Right Info Window

2.8 Testing of the Shutdown.Bat File

We recommend to test the edited shutdown.bat file. The shutdown program
EXITWIN.EXE is predefined. Just enter Exitwin.exe -? in the RCCMD directory for syntax
help for this shutdown tool. You may use also your own shutdown tool or any other which
we provide with this software.

o ATTENTION: If your configuration works fine in the DEBUG mode, does not
necessaryly mean that it works also with the RCCMD as NT Bézame ensure that the RCCMD as

service has been started in a user account with administrative rights, otherwise it may happen that
only nonrestrictive programs may be executed (like notepad.exe) but no Shutdown. (This will result in
the NT error messageAd j ust Token Privileges failedé6.) |If
seen in Taskmanager window (ALT+CTRL+DEL), because a service does not a started program in the
current user session due to nioreractive transaction with the desktop

The full command syntax for the NT consol for RCCMD in <Listen mode>:
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rccmd [i debug] -l [-a IP adress] [i h hostname] [-p port] "command"”

The command can be either a program or a path for another batchfile on this workstation.
The command file should be given with full path. The -p port option can be included if you
want to start RCCMD more than once at a single workstation to proceed different
commands for different events. The default port number is 6003, use any other availabe
port number for different RCCMD commands.

RCCMD in the send mode:
rccmd [i debug] -s [-a IP adress] [-h hostname] [-p port]

This command is regularly used in the batchfile of the sender (shutdown.bat) and sends a

"ping" to the computers | P adr es sswered, themext na me.

command RCCMD i s may be executed, etc.

When you have finished the editionofthe bat fil es, click the
the fiSystem Statuso menu.

¥€& System Status - ¥ Inter
Kotk )l £ e/ Vlocalhostaia0 Status

Datei Bearbeiten Ansicht Favoriten Edtras 7

systemStatushtm

i Favoriten | 53 @] Web Slice-Katalog v

Senemex 0:0:0:0:0:0:0:1

~ Status System Status

® View Event Log Current status of RCCMD is : FUNNINg

* System Status

Figure 48 Client Installation successful Window

RCCMD is now running as Service with automatic startup. To configure the automatic
start of RCCMD use administrative rights and control panel, service to change the
settings.

IMPORTANT: RCCMD as service with local desktop interactions is permitted to execute
local shutdowns i for this action no user rights i except administrative rights i are

required. But for any user specific actions, e. g. starting a net send message or any other
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command i the RCCMD may need extra rights! These rights have to configured in the
Control panel, services.

Sending of a message to all RCCMD clients
To send a message to all RCCMD clients, please use the following syntax:
rccmdise AMSG_TEXT ups_saaylg.9800.P950 _wor |l do

The RCCMD client, which should receive this message, need to get the entry of the ip-
address of the RCCMD sender or rather the list should be empty. The CS121 is not able
to send UDP broadcasts, so you have to enter the above mentioned syntax into the
RCCMD client. The client will operate as relay station and will forward the message. It is
no problem to send the message from a Windows-, UNIX- or MAC OS RCCMD sender.

2.9 Testing the RCCMD connection

Finally test your configuration if all RCCMDs are present and working. For this you may

use the RCCMD in the Debug mode Syntax RCCMD i debug i s/l i a), so that you have
screen outoput. OPI NGO every remote computer
address]o. I f the PING works fine, you can
the debug mode. If everything works fine, you will see that a connection is established and
closed again. This means that the remote RCCMD received your signal and will execute

the shutdown script on the remote side.

ATTENTION! This test will execute the shutdown script! If you want to avoid the
shutdown, please remove the shutdowncommand from the RCCMD client
shutdown.bat/sh file!

AWIHNTAS pstem32\cmd. exe

Microsof t<{R> Windows NI<TM>
(C> Copyright 1985%-1996 Microszoft Corp.

D:\UPSMAN>rcecmd —s —a 192.168.282.52
started in sending mode

RCCMD U3.8 — Windows NI Remote Command Program
copyright <c> QUAZAR/GEMEREX GmbH 1996, All rights reserved

+ @8.01.9%9,. 15:89:53 - Send Mode wird gestartet
]: Ag.A1.99,. 15:892:53 - Es wird probiert eine Uerbindung zu 192.168.282.52 aufzu
auen
+ @8.81.97, 15:892:55 Send Mode wird beendet.
.99, 15:89:55 Verbhindung zu 192.168.2082_52 hergestellt.

D:z~UPSHAN>

Figure 49 RCCMD Console Test
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2.9.1 Testing the RCCMD 2 connection

In order to see under RCCMD 2 if the UPSMAN processes on the remote client are still
active, the following syntax can be entered via command line:

rccmd 1sc i ac <IP address>

C:\RCCMD>rcemd —sc —ac 192.168.222.201
started in sending mode

RCCMD U4.8.8.7 — Windows NI Remote Command Program
Copyright <(c> 1996-2887 Generex GmbH

ACCHD Send Mode started
RCCHMD Upsman at 192.168.222.201 alive.
RCCMD Send Mode stopped

C: -~ RCCMD>

Figure 50 RCCMD Alive Check via Command Line

I f the UPSMAN s active, the message AUPSMAN

message if the UPSMAN is inactive.
Use this command to get help: C:\ Progra m Files \ RCCMD>rccmd - ?

C:AWINDOWS\system 32'em d. exe - (g x

Microsoft Windows HP [Version 5.1.2688] -
{C>» Copyright 1985-28@1 Microsoft Corp.

C:“RCCMD>rccmd -7
uzage: rcomd [param]
rc_init install service and set default parameters
param: —1i install service
-u uninstall service
—u display version info
—name <name> use <name> instead of default RCCHMD
—debuy start as a console app for debugging (listenMode)
—hz filepath =set filepath for shutdown—event (lisztenModel
—ba filepath set filepath for upsmanMotfAlive—event {(listenModel
—-1i IP-Address bhind listen socket on IP-flddress {(listenMode>
CATTENTIOM: this will override registry—settings?
—% ... start az a console app for szending mode
—zC check upszman
-ss1 use S55L connection
—ut use traps to check upsman in server—mode
or retrieve additional status—info if in client-mode
—-cr connect retries for every check {default 5>
—ze ''command [parameter]™ ...
valid commands: SHUTDOWN. EXECUTE,. MSG_ID, MEG_TEXT
MAIL_ID, MAIL_TEXT,. LOG_ID, LOG_TEXT. WAKEUP
s..—a 192.18.200.99 [-a 192.18.200.981 <(max. 152>
—ac ... [-ac ...]1 upsman adress (max 15>
—plrl portaddr rcemd {default 6GHA3>
portaddr check—upsman (default 5769
timeout rccmd C(defawult 18 sec)
timeintervall check—upsman <default 38 Min>
max retries for check—upsman (default B {infinite’>

Figure 51 RCCMD Console -?
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2.10 RCCMD on Windows 95/98

RCCMD for Windows 95/98 functions similar to RCCMD on Windows NT. The only
difference is the program name, which changes to RCCMD95.EXE. Please also refer to
the RCCMD Windows section of this manual.

o Attention: For Windows 95/98 users we do recommend the installation of
the TCP/IP protocol first and then run the configuration
program making use of the RCCMD WIZARD.

o Attention In case Winpop.exe is used on Windows 95/28yIR€an not
be started on port 6003 otherwise the computer wilupang
Please change the sender and receiver call up accordingly.

Experienced users may use the registry editor and enter all changes manually.
Unexperiecend users should use the RCCMD wizard.

Registry settings: Please check the following: In order to start the RCCMD process in
OListend mode, the RCCMD parameter have to be
Please enter:

regedit.exe rccmd95.reg or simply start rc_init.bat

The parameters are now located under the registration-key
HKEY_LOCAL_MACHINE\CurrentControlSet\Services\RCCMD95\Parameters
Start regedit.exe again if you want to reconfigure RCCMD.

If you are unfamiliar with the registration editor of Windows 95 you can also modify the file
rccmd95.reg and execute the command regedit.exe rccmd95.reg again.

Parameters:
Port: Special TCP-Port that receives the RCCMD signal.
Addr1... 10: TCP/IP address of the computer that accepts the RCCMD-signal.
ExecutePrg: Command that is to be executed when receiving the RCCMD-signal.
To start RCCMD execute the command:
rccmd95
Or start the program using the Windows 95/98-launch bar.
To start RCCMD in sending-mode (send) enter the following line in your shutdown-job:

RCCMD95 -s -a <address> [-p 6003]
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For <address> enter the TCP-address of the machine to which you want to send the
RCCMD-signal.

Optional parameters:
-p <port> TCP-Port on which the RCCMD-signal will be send

The option i a can be used several times, if a shutdown on more remote computers in the
network should be executed.

Do not use the CD License key more than once. (Copyright regulations page 1). If more
RCCMD modules need to be installed for the shutdown, additional CD license key must be
purchased. Additional license keys are available from your UPS dealer, whereas the CD
can be used again for the actual installation.

2.11 RCCMD for Windows NT/2000/XP/2003/2008

The RCCMD (remote console command) is a program that allows the execution of
programs on remote computers. This tool is part of all UPSMAN supported operating
systems with the exception of Windows 3.x.. With this tool it is possible to connect
different operating systems. Is the UPS-Management Software installed on a Windows
NT/2000/XP computer and should a remote shutdown be executed on a computer with a
different operating system in a heterogeneous network, the RCCMD tool is necessary.

The RCCMD tool works in two different modes. The module works like a normal program

start, as "Send Mode" in order to send RCCMD commands i s i a to other computers. In

the so-called O Li st eds oinstdlled as a NT/2000/XP service, the program (as

background process) waitsf or a command oded omo®®Sehd RICCMD mod
OLi stodedt M RCCMD modul e wai ts freceptionbféhissigndlng o si
the module executes a batch file or program.

o Attention For first time users we do recommend the use of the RCCMD
Wizard, which makes the configuration easier. Please start the
RCCMD Wizard from your program group.

o Attention: Please do not use the wizard and manual settings at the same
time.

Eventually, the RCCMD service must be allocated with special system privileges if certain
commands and programs like messagingusingfinet sendao, shugesanthhg down
the like are to be executed. The RCCMD start-up parameters in the control panel must be
set to the administrator /superuser account (enter password twice) together with the
correct password. If you are not allowed to use the administrator account you have to
create an account, which has all the rights to shutdown this NT/2000 computer. Change to
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the control panel and mark the RCCMD in the list, change the start-up par amet ers t o
accounto and enter the any administrative accou

Now the RCCMD has been installed and configured to execute C:\ups\shutdown.bat.

2.12 RCCMD for Windows 2008 Server Core x64

The configuration of the RCCMD Software on Windows 2008 Server Core x64 got one
specific. It is required to start the RCCMD configuration out of the default folder
C:\RCCMD with the following command:

C:\ RCCMD>RCCNF_NT.EXE

P 3

RCCMD 4 - Shutdown and Messaging Client for all operating systems and
parallel redundant UPS and powersupplies with S5L.

This RCCMD wizzard configures your computer as an RCCMD client.
Befare you start make sure that you have enough RCCMD license keys far
your installations. Every RCCMD client requires a unigue license key, any
inwalid or double RCCMD key will disable an RCCMD process. Don't use
RCCMD kepcodes mare than ohce |

Fallowing wou will be requested to enter IP adresses/hostnames of valid
RCCMD senders for this client. RCCMD senders are UPSMAM software,
L5121, £57117 or any RCCMD %¥1./4¢2 compatible SNMP Adapters from
other vendars. Specifiy which RCCMD sender is permitted to execute
actions on your RCCMD client. If pou da nat enter any IP/hostname, any
UPSMAN RCCMD sender will have pemission to execute ACCMD calls. Enter
"RCCMD.EXE -7*' on a command prompt for help. Copyright GENEREX

(‘\ all RCCMD client
= Uninstall RCCMD

Licensekey I1 25HARR3-

RCCHD ver. 4011

< Back Mext >

W/ 222U Wi uninstall_HGUMY
P6.-21.-2001 @5:56 nn 19,968 WINCCexit.exe
43 Fil 4,503,189 hytes
6 Dir ) 12.871.243.776 hytes free

IC:“RCCMD>RCCNF_NT . EXE
IC - \RCCMD >

Figure 52 RCCMD Configuration

Please take a look into chapter 2 for the installation procedure and into chapter 2.12 the
configuration of RCCMD.

2.13 Older RCCMD Configuration

o Attention: Inthe following we are describing the RCCMD configuration of
the Windows tool ORccnf _nt.exebd
04/2012. All functions are equal to the newer RCCMD
Weblnterface version, which is delivered since 05/2012. The
detailed functions of RMD are user interface independent
and will be described for the older RCCMD version.
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RCCHD 4 - The world most successful Shutdown and Meszaging Clent
for all operating systems and parallel redundant UPS and powersupplies

ith S5L.
s il

Thiz RCCMD wizzard configures your computer as an RCCMD client,
Before you start make sure that you have enough RCCMD license keys for
yaour inztallations. Every RCCKMD client requires a unigque license key, any

invalid or double uzed RCCMD keps will dizable an RCCMD process. Don't

uze RCCMD kepcodes more than once |

Y'ou will be requested to enter IP adrezzes of valid RCCMD zenders for this

" 4 client. RCCMD senders are UPSMAN software, C5121 network managers

UPS Nr or any RCCMD licensed SHMP manager from other vendors, S pecifiy
which RCCMD sender is permitted to execute actions on your RCCMD
client. If you dao not enter any IP/hostname, aty RCCMD sender will have
permission to execute RCCMD calls.

UPSMAH

{* Install RCCMD client
™ Urinstall RCCMD

Licensekey: |1 25HARK3

RCCMD ver. 4.01.8

| Mext > | Cancel

Figure 53 Client Installation

Click the ANextfA button.
Eﬂ - X

IP address list of all RCCMD servers that are allowed to send a
shutdown command to this client [no entry means:every server)

‘ | Add Address ..
[ 52 [ pddiess
idress
Enter an IP address (for example 192.33.44.55): :

tings

dvanced

fings like P

ind, port

oK ] [ Cancel ] use the
=3

Configure ...

RCCMD ver. 40.1.7

Figure 54 Add IP-Address Window

Step 4: Add the IP address of the RCCMD server, which is
allowed to send a shutdown to this client.

o Attention: If you do not enter an address, then every server has the
permission to send a shutdown command. If more than one
CS121 or rather UPSMAN is existent, thus a redundancy
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situation, you need to enter more than one address a
authorized sender.

Advanced network settings. |. 2 J

IP address and port:
IPtabindta:  127.0.01

Browse for IP...

on Part: BO03

S5L

[T Use secure connection [S5L)

Accept expired certificates

allowed to send a
EAN3 BYETY SErver]

Add Address ..
Delete Address
Edit &ddress ...

etwork, setlings

Configure advanced
etwark. zettings like P
Bddress ta bind, port
and 551 or use the
Hefault values.

Configure ...

Meszage
Poit for messages: 961
[ Cancel ] [ oK ]
RCCMD wer. 4.0.1.7 L
I < Back ]I Mext > ]

Figure 55 Advanced Network Settings

Step 5:
click
ASSLO
messages.

UPSkAM alive checking

Enable connection check
[T Use RCCMD Traps
miry

Polling rate: i}

Connect retries: 100

Execute at failure:
C:\Program Files\RCCMDalive. bat

’,
Cancel

If you want to use the secure connection (SSL),
b @tonramdiclieekithe é 0
you

t he

box and

Test connection(s] ...

[ Browse ... ]

[ Default setting ] [

E dit file:

RCCMD Redundancy

[T Use RCCMD groupdredundancy

RCCMD ver. 4.01.7

[ < Back ][ Mest > ]

Audible settings
("1 Beepoff () Beep endless

@ Besp 5 times [1 ta 9]

Cancel

Figure 56 UPSMAN Alive Checking / Redundancy Window
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Step 6: If you want to use the UPSMAN alive checking
(recommended), check the fAE
checko box. Al i ve check is
the UPSMAN or CS121 on port 5769 to check if
the UPSMAN has still UPS data i or not. If this
fails, the scriptfile alive.bat will be executed which
causes a messagbox coming up. The polling rate
(default 30 min.) defines the polling of the
UPSMAN service, connect retries (default 5)
means after 5 unsuccessful connection tries an
alarm will be triggered.

n a
a

The function AUse RCCMD Trapso enables UPSMAN/ |
the UPS status as a trap message. If activated it will display a local message when the
UPS status of the UPSMAN/RCCMD server changes.

I'f you click the i Tonshe URSHMANM adive chieaking(oktheéeritered u t
IP addresses will start (port 5769 will be tested).

You can define the AAudible Settingso as foll ow
- Beep off
- Beep endless

- Beep amount (1to 9)

File: name:

shutdown Open |
Filez of type: |Batchfi\es ﬂ Cancel

™ Open as read-only

I f you click the ABr ows e. . .thedé&fault datohrfiles. you wi | | o]
28 Client installation == =]
1okl £i bimun: hd Lokl nime: Al kKh iz log
:?2 Client shutdown batch file
Lookin: [ 11 RCCMD - cf E- —
Mame ‘ Date modified i
inst_cfg 08.08.2011 12:12 E| F
jre 08.08.201112:12 —
manual 08.08.201112:12
Uninstall_RCCHD-Client 08.08.2011 12:12 u
[E] alive 11.04,2003 09:19 -
q [~ I N b

RCCMD ver 4016

Cancel

< Back Install

Figure 57 Client Check Connection Batch File Window
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If you click the ADefault settingfi button, you

At the failure of the UPSMAN alive checking, you can define an executing file or edit the
default file fAalive.bato: (file contents as f ol

@echo off

rem *** "messagetext" %1 == ip-address, %2 == date, %3 ==time *** "title" -c
counter for beeps

start /b msg.exe "Check Upsman %1 failed (%2, %3)" "ATTENTION RCCMD:" -c:1

Clickthe fiNext o button.
E? - X

UPSHAMN alive checking

UPSMAN connections | - 29 _.l-@

UPSMAN address  Alive result
192 168222 201 Successfully connected to UPSMAN

E dit file:

| Beep endless

times [1 ta 9]

RCCMD wer 40.1.7

Figure 58 Check UPSMAN Connections Window

Step 7: You can configure the log file size and edit the
executing bat files in this installation window.
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Lagfile-canfiguration: Max. logfile-size; 512 Kb

Execute at mail zignal from RCCMD server:
C:\Program FileshRCCMDmail bat

[ Corfigwe.. | | Edit file ]

Execute at message signal from RCCMD server:
! C:%Pragram Files\RCCMD\meszage.bat
UPSMAH Execute at execute signal from RCCMD server:
C:\Program Files\RCCMD4execute. bat

E dit file:

E dit file

Execute at shutdown signal from RCCMD server:
C:%Pragram Files\RCCMD \shutdown. bat

[ Browsze ... ] [ Configure ... ] [ Edit file ]

RCCMD ver. 4.0.1.7

[ < Back ][ Ingtall ]

Figure 59 Configure / Edit Bat Files

B rccmd. log - Editor

Datei Bearbeiten Fomat Ansicht ?

09/10/2008,03:10:17, RCCMD: UPSMAN/RCCMD Evaluation version - testing purpose only, this software will stop working in 30 days.
09/10/2008,03:10:17, RCCMD: RcvThreadudp started

09710/2008,03:10: 17, RCCMD: RCCMD Listen Mode started.
09/10/2008,08:46:37, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,08:52:33, RCCMD: Broadcast-Message from 192.168.202.92 received
09/10/2008,09:08:15, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,10:15:24, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,13:26:54, RCCMD: RcvThreadUdp stopped

09/10/2008,13:26:54, RCCMD: RCCMD Listen Mode stopped

09/10/2008,13:27:01, RCCMD: RcvThreadudp started

09/10/2008,13:27:01, RCCMD: SendThreadCheckUpsman started
(09/10/2008,13:27:01, RCCMD: RCCMD Listen Mode started.
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:28, RCCMD: RevThreadudp stopped

09/10/2008,13:27:28, RCCMD: RCCMD Listen Mode stopped

09/10/2008,13:27:28, RCCMD: SendThreadCheckUpsman stopped
09/10/2008,13:27:32, RCCMD: SendThreadCheckUpsman started
09/10/2008,13:27:32, RCCMD: RevThreadudp started

09/10/2008,13:27:32, RCCMD: RCCMD Listen Mode started.
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,16:05:05, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,16:38:32, RCCMD: RevThreadudp stopped

09/10/2008,16:38:33, RCCMD: RCCMD Listen Mode stopped

09/10/2008,16:38:13, RCCMD: SendThreadCheckUpsman stopped
09/10/2008,16:38:18, RCCMD: SendThreadCheckUpsman started
09/10/2008,16:38: 18, RCCMD: RcvThreadudp started

09/10/2008,16:38: 18, RCCMD: RCCMD Listen Mode started.

Figure 60 RCCMD Log File

Step 8: If you want to send emails via RCCMD, click the
AConfigureédo button.
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Logfile-configuration:

Maz. logfile-size:

Execute at mai signal from RCCMD server:

C:\Program Fies\RCCMI(mal bat )

512

o [vawis ]

[ (Ennligule) ] [

Edit file: ]

[ =}

Enable E-Mail Client

Sender E-Mail Address:

Use Server Authentication

Account User Name:  someone

RCCMD ver. 4.0.2.3 Account Password: ~ eeee

Figure 61 RCCMD Email Settings

Enter the accordant

command:
Mail receiver address text

s

) 192.168.222.210

AUX Status: © © ©
GEMRNEREX

*

Function:
Client IP or Hostname:

- Status
System & Network Status
Device Status
Device Status Graphic
Device Functions
AUX Status

Command:

- Configuration
UPS Model & System
Network & Security

Figure 62 CS121 Email Command

Step 9:
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COutgoing Server (SMTP): mail somewhere.com

someone @somewhere com

Client Port (Default: 6003):

it file:

it file:

it file:

parameter and ck t

Device Status: ) UPS STATUS OK

©

Job Editor

‘Powerfail’ Job 3

Send RCCMD Command to remote client
192.188.200.17
6003

When: @

mail someone@somewhere.com text

554 Command
Cancel RCCMD Shutdown

If you want to change the shutdown sequence,

click the fAConfigureébod

he

i OK

button



File: C:%Program Files\ACCM D4 shutdawn bat

Awailable Commands Current Sequence

Log off user Shut down windows

Power off Windows

Restart Windows
Hibemate 'indows

m

Suspend Windows
Guit Lotus Motes I:]
Quit Siemens SIMATIC -
Quit &pplications =
(] 1 L I
Description of Add custom application j
‘Log off user'
Ends your session, leaving the computer munning on full power.
-
Ediffile
Erecute at shutdown signal from RCCMD server.
C:M\Program Files\RCCMDAshutdown. bat
[ Browse ] [ (Ennfigule ) ] [ Edit file ]
RCCMD ver. 40.23

Figure 63 RCCMD Shutdown Sequence Configuration

The following commands are available for the shutdown sequence configuration:

o ATTENTION: The shutdown sequence will be executed from top to
down. The AShutdown Windowso command should be
the execution of the shutdown, no other commands will be executed.

Log off user: Ends your session, leaving the workstation on full power.

Hibernate Windows: Hibernates your session, the content of the RAM will be written on
hard disk.

Power off Windows: Ends your session, shuts down Windows and turns off the power.
Restart Windows: Ends your session, shuts down Windows and restarts Windows.

Suspend Windows: Suspends your session, the content of the RAM will NOT be written
on hard disk.

Quit Lotus Notes: Closes Lotus Notes prior of the shutdown of Windows. Please
configure a AWaito delay after this command.

Quit Siemens SIMATIC: Closes WIN CC Database prior of the shutdown of Windows.
Pl ease configure a AWaito delay after this comm

50



Quit applications: Closes all applications prior of the shutdown of Windows.

Wai t s 0 me s Waite addiraitidn in seconds until the next command will be
executed.

RCCMD shutdown relay: Relays RCCMD shutdown command to another workstation.
Enter the IP address or the hostname of the remote station you want to shutdown.

Shut down Windows: Ends your session and shuts down Windows, so that you can
safely turn off the power.

The default shutdown.bat content is as follows:

rem created by setup

@echo off

set path=C:\WINDOWS)\; C:\WINDOWS\system32\;C:\Program Files\RCCMD\
ExitWin.exe shutdown force

@cls
2.13.1 RCCMD Client as Relay Station

In order to reach a bigger number of RCCMD receivers, one RCCMD client needs to be

operated as relay station. The receiver will be configured so that it will receive a RCCMD

signal and this signal will be used to start a batch file, which then starts even more

RCCMD sender signals. This workstation is then sender and receiver at the same time

and is therefore an important link in the UPS monitoring chain. Generally the usage of a

RCCMD client as a relay station makes the management of several 100 RCCMD clients
far easier than configuring this via the Web-interface of the CS121. Additionally, all Web-
browser event configurations have a certain limitation so that it is required to use the relay
function, if the number of jobs exceed 50 per event at the CS121 HW 131, at older CS121

adapters even earlier.

See the following script, which lets the RCCMD-client act as relay station:
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Figure 64 Example: Batch File RCCMD act as Relay Station

Astarto is

a Wi

ndows

b

atch command

to

allows to execute programs simoultanously and speeds up the shutdown process. Please
ot supported

note that
using.

The RCCMD Version 4.0.1.0 or higher provides a grafical configuration of the RCCMD

relay function.

Click the

istar

8

UPSMAH

RCCMD wer. 4.0.1.7

to is

n

AComfigureéo butto
- | O X
Logfile-configuration:  Max logfile-size: 512 Kb ‘ Wiew log |
Execute at mail signal from RCCMD server:
C:A\Program Files"RCCMD Ynail. bat
| Configure ] | Edit file I

Execute at message signal from RCCMD server
C:\Program Files\RCCMD \message.bat

| Edit file |
Execute at execute signal from RCCMD server:
C:A\Program Files\RCCMD Yexecute.bat

[ Edit file I
Execute at shutdown signal from RCCMD server:
C:A\Program Files\RCCMD \shutdown. bat
| Browss.. | [ Corfigwe..] | | Edit file |
| < Back ‘ | Install | | Cancel

Figure 65 RCCMD Client Shutdown Configuration

Tag the ARCCMD

button,
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File: C:%Program Filesh\RCCMD shutdown. bat

Awailable Commands Current Sequence

Hibernate wWindows Shut down windows

Suzpend Windows

Guit Lotus Mates

(uit Siemens SIMATIC i @dd command }

Quit Applications
“Wait some seconds...

Description of Add custom application ]
'RCCMD shutdown relay’

Relayz RCCMD shutdown command to another computer. Enter IP address or hostname of
the rerote computer you want to shutdown,

Cancel ] [ ak.

Figure 66 RCCMD Shutdown Relay

The following panel will appear, in which you can enter the desired IP address range.

Chi ﬂ—————_‘f 2
:fz - Configure Shutdown Sequence i bl ===

l File: CARCCMD\shutdown. bat _T
Available Commands Current Sequence V 3
[ Configure RCCMD shutdown relay &
Enter IP address or hostname of the remote computer [—
you want to shutdown with RCCMD:
-0R -

Enter an IP range of remote computers you want to shutdown with RCCMD:

From: [192.188.222. 1  ta [ 192.168.222.254

I Use secure connection (SSL)

[Relays RCCMD shutdown command to anather computer. Enter |P address or hostname of
jlhe remote computer you want to shutdown.

Cancel ‘ oK |

liw[_ | s L it S i

Figure 67 RCCMD Configuration IP Address Range
Additionally you can enable the SSL function (see also chapter 3.8).

If you want to remove single IP addresses, mark the line with its desired IP address and

click the fi<o button.
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Configure Shutdown Sequel

I File: C:\Program Files'R CCMD 4 shutdown bat

Avwailable Commands Current Sequence

Hibernate Windows Shut down Windows

Suspend Windows [ > | |RCCMD shutdawn relay to 192.168.222.1
DQuit Lotus Mates | RCCMD shutdown relay to 192.168,222.2
Quit Siemensz SIMATIC ** | |RCCMD shutdawn relay to 192.168.222.3
Guit Applications

Wait some geconds... RCCMD shutdown relay to 192.168.222.5
RCCHMD shutdown relay —— |RCCMD shutdown relay to 192.168.222.6

4
|—<‘ Remove command [elay to 192.168.222.7 -
i s

Description of | Add custom application |
'‘RCCMD shutdown relap to 192,168,222 4

Felays RCCMD shutdown command to another computer. Enter IP address or hostname of
the remote computer you want to shutdown.

| Cancel | [ Ok

Figure 68 RCCMD Shutdown Relay Removal

The result of this graphical configuration of an RCCMD relay is found in the shutdown

scriptfile Ashutdown. bato.

Figure 69 RCCMD Shutdown Relay Removal

In difference to the above mentioned manual entries of an rccmd shutdown sequence, the
graphical tool does not use the command fAstarto
is taken serially i which means one-after-the-other. Every IP address which does not

respond to such an RCCMD call may take up to 10seconds (default) until the timeout is

reached and the next command is executed.
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3. RCCMD on UNIX (with graphical interface)

The RCCMD (remote console command) is a program that allows the execution of
programs on remote computers. This tool is part of all UPSMAN supported operating
systems as well as all GENEREX CS121 SNMP Manager, BACS Webmanager or
RCCMD licensed SNMP Manager of other manufacturers (Rittal CMC, General Electric
SNMP, Chloride Masterguard). With this tool it is possible to connect different operating
systems. E.g. is the UPS-Management Software installed on a Unix computer and should
a remote shutdown be executed on a computer with a different operating system in
heterogene network, the RCCMD tool is necessary.

The RCCMD tool is based on the TCP/IP protocol. During the installation, the TCP/IP
protocol should be installed in the first place.

The RCCMD tool works in two different modes. Inthesoc al | ed oL iteet e no
program (as UNIX daemon in a background process) waits for a command from the
0 Send o offhe RGMD modul.

o Note: The RCCMD Installer is using our delivered Java Runtime
Environment version, which is used for the installation or rather uninstallation only. In
addition the RCCMD Web Configurator is using a Java web-server (jetty). You can delete
the RCCMD Web Configurator out of the autostart (etc/init.t/rccmdConfig) or rename the
symlink /usr/rccmd/runRccmdConfig. Then RCCMD is running without Java!

o ATTENTION: If you got an OS without grafical interface, please take a
look into the FAQs, how to mount a USB stick.

3.1 RCCMD Installation on UINIX OS

Itis required to install RCCMD as user root out of a rootshell or a graphical terminal.
Extract the file rccmd.tar, copy it to a temporary folder and start the program
installRCCMD.bin. The following graphical installation will start:
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REEMD=Client:

Installanywhere will guice you through the installation of
RCCMD-Client

It is strongly recommended that you quit all programs before
continuing with this installation

Click the 'MWext' button to proceed to the next screen. If you
want to change something on a previous screen, click the
‘Presious’ button.

“You may cancel this installation &t any time ky clicking the
‘Cancel' buton.

Installer wersion: 574

Previous

Figure 70 Installation i Introduction

Enter your license key:

REEMD-Client:

Enter your license key

RCCMD cClient License Key

Enter license key: ||

Usually the license keyis located on the installation booklet,
or on a label on the reverse side of the CD sleeve

Cancel Previous Next

Figure 71 Installation T License Key

Choose the desired features.
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REEMD-Client

Install Set. [Typical

[¥]RCCMD
[¥]Weblf
[¥]|XMessage

4]
Description

This installs the application feature

Cancel FPrevious

Figure 72 Installation i Choose Install Set

Choose your desired installation path.

RECMD=Client

Please choose a destination folder for this installation.

Where Would You Like to Install?

Jusrfrccmd |

Eestore Default Folder H Choose

Cancel

Figure 73 Installation 1 Choose Install Folder

Previous

Please note the required firewall exceptions.
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REEMD=Client

Reguired Firewall Exceptions

Make sure following Ports are not blocked by any firewall
Faorts 8442 & 8080 tcp OWeblf Server), If installed

Paorts 6002 & 5763 top, udp (RCCMD)

Previous

Figure 74 Installation i Firewall Exceptions

Choose the additinal output options.

RECMD-Client

By default reccmd will print the messages it receives from the
network to fdev/console.
Here you can choose additional output options.

Display Messages on all terminals
log messages
Display Messages with Xmessage

Erevious

Figure 75 Installation T RCCMD Messages

I'n the next menu you see an overview of your ir
to begin.
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Please Review the Following Before Continuing:

Product Name:
RCCMD

Install Folder:
Jusrfrcemd

Product Features:
RCCMD
HMessage
Weblf

Disk Space Information (for Installation
Target):

Required: 121,345,686 Bytes

Available: 14,033,357,055 Bytes

Figure 76 Installation i Pre-Installation Summary

Choose the RCCMD start behavior.

RCCMD-Client [=)[x

RUn REEMD at"System/ Bool?

Automatically start RCCMD at Systern boot?

Should the RCCMD be automatically started when the System
boots?

Figure 77 Installation T RCCMD Start Behaviour

Select these default values for the RCCMD Weblf port and protocol or select new ones.
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3 @ RCCMD-Client

The default port appears to be free.
Select these default values for Port and Protocol for
RCCMD Weblf, or choose new ones:

Access Protocol:
Default: http

pttp [~]

RCCMD Weblf Port:
Default: 2080

[s080

Figure 78 Installation i Set Weblf Port

Please note this advice!

It is necessany 1o configure RCCMD. Please use the web
interface at "hirp: ff <address of this computers:G080"

Should wou decicde 10 run RCCMD with this default configuration
RCCMD will accept messages from ary ip-address!

Please ser one or more walid ig-addresses that are allowed to
send (shutcown-) messages 1o this RCCMD.

Cancel

Figure 79 Installation T Configuration Advice

Choose RCCMD start.
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If you want to start it manually, use "/usr/rcemd/rcemdcrl stan”

Do you want to start RCCMD now?

Cancel Erevious

Figure 80 Installation i Start RCCMD now?

So, RCCMD has been installed successful.

Congratulations! RCCMD-Client has been successfully installed
to:

Jusrfrcemd

Press "Done" to quit the installer.

Previous

Figure 81 Installation 1 Install Complete

3.2 Silent Installation of the RCCMD Installation

A fASilent Installationo is an automated instal
received from a response file. This allows the user to install a software product without
user input or graphical interface.

The RCCMD Software provides a silent installation, but it is required to enter some
settings into t he fi iThis filea Is| lecated pintoo thee CH ifaldero file
\Rccmd\Linux\12.

## This file provides Values to alter the behaviour of the installer.
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## You can preset Values for some internal Variables.

## For the installer to find and use this file it is necessary to either rename
## this file or pass a parameter to the installer when calling it.

## If this file is called 'installer.properties’ or has the same name as the

## installer, e.g. 'install_RCCMD.properties' then the installer should

## automatically use this file.

## To call the installer with a parameter providing a properties file, the

## installer need the parameter '-f' in this case the command line call looks
## somewhat like this: "install_RCCMD.exe -f silent-installer.properties".
## To set the installer User Interface without providing the variable in the

## properties file, the parameter '-i' can be used.

## E.g. "instal_RCCMD.exe -i silent"
## The interface options are "silent,gui,console" the gui option is default.

## Choose Feature List

## If you want to install a subset of features from this installer,

## make a list of all the features you want to be installed.

## The List must be entered in the CHOSEN_INSTALL_FEATURE_LIST variable.
## Options for the list are: RCCMD, Weblf,XMessage

## CHOSEN_INSTALL_FEATURE_LIST=RCCMD,Weblf,XMessage

## This will set the User Interface of the installer

## For installation in console modus, pass the parameter: "-i console" to
## the installer.

#INSTALLER_Ul=silent

## This presets the Licensekey. This value is necessary for a silent

## installation, because there is no other way to pass this information to
## the installer.

#GXLICENSEKEY=
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## The Dialogbutton variable contains the answer to the pop-up question whether
## the RCCMD should be started at system boot.

## The value '0' (default) resembles the answer 'Yes' the value '1' corresponds
## to'no'.

#CHOSEN_DIALOG_BUTTON=0

## This variable decides whether RCCMD is started after installer ends. Use with care!
## RCCMD should be configured before it is started!

## '0' resembles the answer 'Yes' the value '1' (default) corresponds

## to'no'.

#CONSOLE_START_RCCMD_NOW=1

## Select the language for the installed version of RCCMD by setting the

## INST_LANG variable to the desired country-code

## (e.g.: el,en,es,de,fr,he,it,ja,ko,pt,ru,tr,zh_cn).

#INST_LANG=en

## Select the destination where the program should be installed
#USER_INSTALL_DIR=/usr/rccmd

## If the target System is a vSphere Management Assistant (VMA)

## please provide the name or IP for the ESXi host.

#ESXI_HOST=127.0.0.1

## Weblf Settings

## Here you can override default settings for access to the RCCMD W eblf.

## These settings are ignored, if the variable CHOSEN_INSTALL_FEATURE_LIST
## is set and does not contain the Weblf feature.

## In interactive install modes (gui, console) the installer will check, whether

## the chosen port is free to be used.

## Valid values are: 1-65535

## WEBIF_PORT=8080

## Valid protocols are: http, https
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## WEBIF_PROTOCOL=http

Figure80Cont ent dfaltl lee . piroperti eso

It is required to remove the hash mark prior of the variable INSTALLER_Ul=silent . In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.
Execute the Ainstall RCCMD.bino file as root.

Further installation options are: INSTALLER_Ul=console for a non-grafical user input
console or: INSTALLER_Ul=gui to use the graphical installation (default).

3.3 Console Installation of the RCCMD Installation

A console installation is required, if your target operating system does not have a grafical

interface for the execution of the fAinstallRC

interactive and will ask for user input, defined in the installation script file

Ainstaller.propertieso (see figure 62).

o Note This concens the installation only. The configuration will be
performed via editor into the ar

For the activation of the console installation, it is required to remove the hash mark prior of
the variable INSTALLER_UI= and to enter console . This is the interactive RCCMD
installation onto the console. Executeas root t he fi nstall RCCMD. bino fil

3.3.1 Example of a Console Installation

Adjust the file fAinstaller.propertiesd accordin
following command:

JinstalRCCMD .bin 7iconsole

Select the desired language and note the introduction.
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Launching installer...

Frangais
Italiano
Portugués

LOCALE NUMBER: 2

(created with InstallAnywhere)

Preparing CONSOLE Mode Installation...

Introduction
InstallAnywhere will guide you through the installation of RCCMD-Client.

It is strongly recommended that you quit all pregrams before continuing with
this installation.

Respond to each prompt to proceed to the next step in the installation. If you
want to change something on a previous step, type 'back’.

You may cancel this installation at any time by typing 'guit'.

Figure 82 Console Installation i Language Selection, Introduction

It continues with the OS and platform detection, the RCCMD license key and the license
contract.
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Sys0S & Platform

0S & CPU architecture: unknown unknown GNU/Linux

PRESS <ENTER> TO CONTINUE:

Enter your license key

Enter your license key

Usually the license key is located on the installation booklet, or on a label
on the reverse side of the (D sleeve.

Enter license key: 12SHARX3-1234567

License Agreement

Installation and Use of RCCMD-Client Reguires Acceptance of the Following
License Agreement:

Copyright

The information contained in the manual of this product is nonconditional
and may be changed without due notice. GENEREX nor the reseller of this
product undertakes no obligations with this information. The software
described in this brochure is given on the basis of a license contract
and an obligation to secrecy (i.e. an obligation not to further publicise

Figure 83 Console Installation i OS Detection, License Agreement

Select the features, you want

ENTER A COMMA_SEPARATED LIST OF MUMBERS REPRESENTING THE FEATURES YOU WOULD
LIKE TO SELECT, OR DESELECT. TO VIEW A FEATURE'S DESCRIPTION, ENTER
'7<NUMBER>'. PRESS <RETURN> WHEN YOU ARE DONE:

1- [X] RCCMD
2- [X] WebIf
3- [X] XMessage

Please choose the Features to be installed by this installer.:

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
RCCMD

Install Folder:
fusr/rcemd

Product Features:
RCCMD,
WebIf,
XMessage

Disk Space Information (for Installation Target):
Required: 116,423,910 Bytes
Available: 3,049,369,600 Bytes

PRESS <ENTER> TO CONTINUE:

Figure 84 Console Installation i Features Selection
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It continues with the selection of the RCCMD automatic start, Weblf protocol and port.

NTER THE NUMBER OF THE DESIRED CHOICE, OR PRESS <ENTER> TO ACCEPT THE
DEFAULT:

et WebIf Protocol

his is the default protocol to access the RCCMD WebIf.

elect your preferred protocol here:

- http
- https

NTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR
PRESS <ENTER> TO ACCEPT THE DEFAULT:

et WebIf Port

Figure 85 Console Installation i RCCMD Autostart, Weblf Protocol, Port

Please note, that it is required to configure the RCCMD Software and the required firewall
exceptions.

It is necessary to configure RCCMD. Please use the web interface at
"http://<address of this computer>:8880".

Should you decide to run RCCMD with this default configuration RCCMD will
accept messages from any ip-address!

Please set one or more valid ip-addresses that are allowed to send (shutdown-)
messages to this RCCMD.

PRESS <ENTER> TO CONTINUE:

Required Firewall Exceptions

Required Firewall Exceptions.

Make sure following Ports are not blocked by any firewall:
Ports 8088 tcp (WebIf Server), if installed

Ports 6083 & 5769 tcp,udp (RCCMD)

PRESS <ENTER> TO CONTINUE:

Figure 86 Console Installation i RCCMD Configuration required, Firewall Exceptions

Do you want to run RCCMD now ?
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Run RCCHMD now?

It is recommended to start RCCMD from WebIf after all necessary configuration.
If you want to start it manually, use "/usr/rccmd/rccmdctl start” or start it
via the web interface.

Do you want to start RCCMD now?

->1- 0K
2- NO

ENTER THE NUMBER OF THE DESIRED CHOICE, OR PRESS <ENTER> TO ACCEPT THE

DEFAULT:

Installation Complete

Congratulations. RCCMD-Client has been successfully installed to:

fusr/rcemd

PRESS <ENTER> TO EXIT THE INSTALLER:

Figure 87 Console Installation i RCCMD Start, Installation Complete

3.4 RCCMD Weblnterface (from Version 4.2.0.0)

RCCMD provides its own web-interface from version 4.2.0.0 or higher. Therefore it is
possible to configure and control RCCMD remotely. After the successful installation, your
default web-browser of your OS starts automatically.

o Attention: Use the access data odsmpd. admin

RCCMD Configurator - Mozilla Firefox

ry Bookmarks Tools Help
@ v @ £ [[8)[nttp:/localhost:8080/ | @

Most Visited v [g] Getting Started [§]Latest Headlines v

[€] RCCMD Configurator

SGENEREX
*
~ Status @ Authentication Required
« View Event Log A usemame and password are being requested by http://localhost:8080. The site says:
+ System Status | (- "RCCMD Config"
User Name: | |
Password:
| @cancel | | J/OK

Figure 88 RCCMD Weblnterface

You can enter the IP addresses of the allowed RCCMD senders (CS121/UPSMAN) into
thedi Connectmeonnus.0 Click the fAlnsert Senderodo butt ol
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1ender. Click the fARemove Sendero button, if y
address. Click the AEdit Sendero button, if you

o Attention: If you do not enter an address, then every server has the
permission to send a shutdown command.

You can define under i Pr ot ¢ i€ REGCHMD should use SSL certificates. Enable the
AReject expired SSL certificateso, if you want
Please take a look into chapter 6.6.1 for further information about RCCMD with SSL.

©@® connections - Mozilla Firefox

ile Edit View History Bookmarks Tools Help

@ - e #Y [ (S]] http:/flocalhost:8080/Options/connections.htm v (4]
[ Most Visited v [g] Getting Started [5]Latest Headlines v
(8] Connections a9
Rl 0:0:0:0:0:0:0:1
- V.VU.VU.U.V.V.
~ Options. The list below identifies all senders that are allowed to connect to this listener.
Note: An empty list means that every sender can connect to this listener.
+ Connections
e Sender IP Address
+ Redundancy 192.168.222.209
+ Shutdown Settings

+ Notification Settings
+ Advanced Settings RCCMD - Insert | Edit Sender

« Web Configuration
Enter the Name or IP-address of the incoming RCCMD Sender below.

Incoming RCCMD Sender: [192.168.222.210 |

Protocol

The setting below increases the security of connections to this RCCMD
Accept only SSL connections (requires restarting RCCMD)

Reject expired SSL certificates

Figure 89 RCCMD Weblnterface i Connections
Clickthei Save Changesod button prior of the | eaving

You can enable the AUPSMAN Al i vieHeGh echkeEbst fs@at ur
check is a signal, that will be send to the CS121/UPSMAN via port 5769, if the UPSMAN
servicesti | | got UPS dat a. I'f not, the script file
an accordant pop-up message.

-

The feature fAby the use of CS121/ UPSMAN Tr apsc¢
messages, which will display the UPS status as message. If enabled, this feature will
trigger a message, if the UPS status of the UPSMAN/RCCMD servers has changed.

The feature Aby polling CS121/ UPSMAN every X Se€
without receiving UPS data or rather messages.

The polling rate (default 1800 seconds) defines the polling of the UPSMAN service,
connection retries (default 100) means after 100 unsuccessful connection tries an alarm
will be triggered.
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® @ ® Heartbeats - Mozilla Firefox

Bookma Help

<‘_] < @ | [8] | http//localhost:8080/0ptions/heartbeats.htm v (4] @,

Most Visited v [g] Getting Started [5] Latest Headlines v

[@] Heartbeats aF M
GEMNEREX 0.0.0.0.0.0.0.1
* V.V V.V VLV,

5121 | UPSMAN addresses Alive result
~ Options The UPS alive check can be used to monitor the availabilif 192.168.222.209 Ok
192.168.222210 ok
+ Connections 4 Enable automatic UPS alive check
« Heartbeats
+ Redundan by the use of CS121/UPSMAN Traps

+ Shutdown Settings
+ Notification Settings
+ Advanced Settings and retry each failed connection: |5 | times
« Web Configuration o

@ by polling CS121/UPSMAN every: | 1800 | second

When the alive check fails, then RCCMD will use the follow 4

Run this comman file : fusrirccmdircemd_notalive sh
- Edit File..

Test UPS connections:

Run alive check now.. 3

Figure 90 RCCMD Weblnterface i Heartbeats

You can test the UPS connection, ifyoucl i ck t he ARun alive check no
5769 will be tested).

Click the ASave Changeso button prior of the | e

o

You can enable the redundancy management feature intothe menu i Re d un d aThe y
redundancy level defines the number of redundant senders in the redundancy group. This
means, that level 1+ senders must have sent a shutdown signal before this RCCMD starts
its shutdown sequence.

When redundancy suppresses a shutdowrs,edt theanr oRCC
You can edit this file, if you click the AEdit
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y - Mozilla Firefox

Tools. Hel

] L €N [[8)] hp:/tocaihost:8080/Options/redundancy.htm v| [
[ Most Visited v [g] Getting Started [} Latest Headlines v

@ Redundancy
T 0:0:0:0:0:0:0:1
SN | redundancy

~ Options The senders in the This means that level +1 senders
a shutdown i

- Connections
- Hearmeats ' Enable RCCMD redundancy function
- Regundancy

Sender Addresses. | Reaungancy Lever: (1l ¥

192.168.222.200
192.168.222.210

LY

= Shutdown Seftings
= Notification Seftings
= Advanced Setiings
= Web Configuration

[ ¢

Fun this command file : kesrrccmdShutdoanSuppressed.sh =
Edit File

Figure 91 RCCMD Weblnterface i Redundancy

Please note, that it is required to configure a reset of the redundancy alarm on the sender
(CS121/UPSMAN). You can use theCCMPctciaoceASemdtBowni,

a previously sent shutdown automatically. If a shutdown was suppressed, because of the

existing redundancy at this point of time, but the problem was solved at the UPS

intermediate, you can reset the shutdown with the funct i on ASend RCCMD ¢
shutdowni. The client, which received the shutd

Please take a look into chapter 6.1 for further information about RCCMD with redundancy.
Click the ASave Changes0 bhssitetosave your changes.of t he | e

You can change or rather extend the shutdown s
menu. The shutdown.bat will be executed by default:

rem created by setup

@echo off

set path=%path%;C:\Program Files\RCCMD
ExitWin.exe shutdown force

@cls
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Shutdown

] N £y (8 http:inocalhost:8080/0ptions/shutdownSettings.hitm MG o)

[ Most Visited ¥ [@ Getting Started [} Latest Headlines v

@) Shutdown Settings &
T 0:0:0:0:0:0:0:1
* WMV VLV VGV
BT 5o seunss
~ Options dowm your itwill use

; Comnedtions
* Hewtbeats

‘Shut down System

Shutdown Sellings
+ Notification Settings
+ Advanced Setlings
* Web Configuration

Settings fe: lustircemdireemd_shutdown.sh

Figure 92 RCCMD Weblnterface i Shutdown Settings

You can change or rather extend the default bat files for E-Mail, Message and Execute, if
you c¢click the AEdit Fileéod button.

©© © nNotification Settings - Mozilla Firefox

Help

) (@ [httpsocalhost:s088/0pti i htm v [ @

Most Visited v [g] Getting Started [ Latest Headlines v

[8) Notification Settings 5 v
e T 0:0:0:0:0:0:0:1
* V.V V. V. V.V,
= Options When RCCMD receives an e-mail signal it will use the following setting:

Run this command file

« Connections lusrircmdircomd_mail.sh Edit File
& it File..

« Redundancy
« Shutdown Settings

« Notification Settings
« Advanced Settings Message Notification
 Web Confiuration

receives a ignal it will use the
Run this command file :

Iusrircemdircemd_message.sh Edit File

Execute Notification

' iing setting:
Run this command file :

Iusrircemadircemd_execute.sh Edit File

Nane.

Figure 93 RCCMD Weblnterface i Notification Settings
Clicktheii Sae Changeso button prior of the | eaving o

You can define the maximum size of the event |
where the overwriting of older entries will start, the RCCMD bindings for the IP address,

the RCCMD listener TCP port and the RCCMD Tray Message Port, which will be used for

the RCCMD messages. I'n addition you can disabl
feature, that means, if disabled, that RCCMD will execute jobs, if nobody is logged in on

the system.
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©8 @ Advanced Setting

@ L < # (8] http:/ocalhost:B080/Options/advancedsettings.htm v| (] e

Most Visited v [g) Getting Started [F]Latest Headlines v

[8] Advanced Settings g8 v
RN 0:0:0:0:0:0:0:1
rs V. V.V.V.VLV,.
Event Logfle
~ Options When the event log file reaches the size below then older entries will be deleted
Maximum file size (KB): 200 |
« Connections s
« Hi
+ Redundan:
« Shutdown Settings RCCMD Bindings
« Notification Settings
« Advanced Settings The information below defines IP address and TCP-port of the RCCMD Listener
* Web Configuration IP address (0.0.0.0 means all addresses): [0.0.0.0 |:[6003 |
Note: IP address 0.0.0.0 means every local address; default TCP Port is 6003
Done

Figure 94 RCCMD Weblnterface i Advanced Settings

Click the ASave Changeso button prior of the |

You can change t he def aul t password AfWwerb t he
Conf i gur la tddition you can disable the HTTPS protocol, if you just want to use

the HTTP protocol. The RCCMD version 4.2.3.0 or higher provides the feature of changing

the default ports for HTTP and HTTPS.

#Y [[8)] http:/localhost-8080/0ptions webifManagement. htm v| (S| @

Most Visited v [§) Getting Started [ Latest Headlines ¥

[8] Advanced Settings g v
SEnSEE 0:0:0:0:0:0:0:1
Web Access

~ Options The information below s used to fog on to this user interface
Administrator User Name: [admin I
« Connections Current Administrator Password: [ l
© Heartheats New Administrator Password: [ ]
. ::“:’"“" 2 Select the access protocol for this user interface B —
« Shutdown Settings : =
* Nowncanon Semngs protocot Eafocoyite v
* Advanced Settings Note: Changes in protocol will become active upon the next start-up
« Web Configuration
Port for hitp: eosc |
Port for https: faaaz

Done

Figure 95 RCCMD Weblnterface i Web Access
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Click the fSatwepri@ bfshe lgawisgdof tHisisite to save your changes.

You can see the logging of the events intothe menufi St at us, Event Logo.

© © ® RCCMD Configurator - Mozilla Firefox

Eil

@ v @& Q | ()] http:/ocalhost:8080/Status/viewEventLog.htm v (2] @)

Most Visited v 8] Getting Started [ Latest Headlines v

[8) RCCMD Configurator o v

SenEmex 0:0:0:0:0:0:0:1

v Status Event Log

These are the events that have occured on this computer.

* View Event Log
« System Status Date +« Time - Eond

2012-10-18 | 15:23:22  rcemd[03915]): Copyright (c) GENEREX GmbH 1996-2010. All rights reserved

2012-10-18  15:23:22 15]: MA YCODE - testing purpose only - do not use for
customer installations.

2012-10-18 | 15:23:22 | reemd[03915]: V4.2.3.0 - Unix Remote Command Program
2012-10-18 15:23:23 recmad[03923]: Listen Mode started.
2012-10-18 | 15:23:23 | rcemd[03923]: RevThreadUdp started

Done

Figure 96 RCCMD Weblnterface i Event Log

You can check the current status of RCCMD into the menu A St at us, System
update the status and restart or rather stop/start the RCCMD service.

© © @ system Status - Mozilla Firefox

@ v & @) )] nttpirlocalhost:8080/tatus/systemstatus.htm

Most Visited v (8] Getting Started [5] Latest Headlines v

[) System Status o0 M
sEngE 0:0:0:0:0:0:0:1
* VULV LVVLV.
~ Status System Status
+ View Event Log Current status of RCCMD is : FUNNINg

+ System Status

Restart RCCMD

Done

Figure 97 RCCMD Weblnterface i System Status
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You can open the RCCMD user manual into the menu fi H e | agd you can follow the link to
www.generex.de.

« L &) [[8)] hitpeiocalnost 8080 Helpimanuals him v [Jv
[ Most Visited v (3] Getting Started 5] Latest Headiines v

@) Manuals

sEnE 0:0:0:0:0:0:0:1

Help
Douioad RCCME Manualy ocally
+ BECME: Mamal
Fig re documeetaion onine hacs.

Dane

Figure 98 RCCMD Weblnterface i Help

3.5 RCCMD Remote Access

RCCMD provides its own web-interface from version 4.0.1.9 or higher. Therefore it is
possible to configure and control RCCMD remotely. Please note, that the firewall port
8080 TCP is enabled. Enter the following into a web-browser, to connect to a workstation,
where RCCMD is running:

http://IP address of the RCCMD client:8080

€ @ 192168200175050 |88~ Googte
GENEREX
*
~ Status Event Log

« View Event Log These are the events that have occured on this computer.
« System Status

Authentifizierung erforderlich @
e http://192.168.200.1 gt einen und ein Passwort. Ausgabe der Website:
"RCCMD Config"
Benutzemame:
Passwort:

Figure 99 RCCMD Weblnterface Configurator i Remote Access
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3.6 Automatic Reset of the Redundancy Alarm

Youcanusethef uncti on ASend RCCMD cancel shut downi,
shutdown automatically. If a shutdown was suppressed, because of the existing

redundancy at this point of time, but the problem was solved at the UPS intermediate, you

can reset the shutdown with the function ASend RCCMD can
which received the shutdown, will be encouraged to reset it.

This command can be set individually into your CS121, UPSMAN or BACS
WEBMANAGER Events/Alarms configuration, but makes sense only, if the event, which

will send the command, is true, if the UPS is back in normal condition. For this the events

APOWER RESTORED#A, ABATTERY LOW OFFfi, AUPSMAN S
ALARM OFFA are suitable, if they areThejobvi ded
ASend RCCMD cancel shut down itleavevents,dso thate. g. att i nt o
restart of the UPS, the event AUPSMAN STARTEDH#
client automatically.

Al ternative: Should the |job ASkenplkeseRG@MIIr cancel
cs121, UP SMAN or BACS WEBMANAGER, you can us
shutdown to remote clientfi or rather ASend RCCN

The par ameter AWAKEUP# got t he s ame function
shut downfi and resets the redundancy alarm of a F
the events APOWER RESTOREDA, ABATTERY LOW OFFT
AGENERAL ALARM OFFA# are suitable too, to conf
command to r eindthe thlei AWMAKEUPA command.

'Power restored’ Job 3

Function: Send RCCMD Command to remote client -
Client IP: 192 168.200.17
Client Port (Default: 6003): 8003

Command: WAKEUP
554 Command

Figure100CS121 Conf i gurati on AWAKEUPO Command

Click into the CS121 menu fAEvents/ Al armso onto
Select the function fiSend RCCMD command to r emo
addressofthe RCCMD <cl i ent and enter the command A WAL
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JDCRAARL

Insert Function @

Function: |Send ROCMD EXECUTE to remote client ~|

Function Parameters:

Fararmeter | value
ADDRESS  192.168.20007
FORT G003

S50 Enable S5L

O
PARAMET...

Additional Parameters can be entered here

* Doimmediately, once " Doafter |0 Seconds
" Do Always " Do after |0 Seconds, repeat.
" DoEwery |0 Seconds  Dgat il Minutes remaining

Cancel | (] 8 |

Figure 10l UPSMAN Configurati on AWAKEUPO Command

Click into the UPSMAN configuration the buttons
restoredo and Alnserto. Add the f uinentito,n siete ntdh
accordant I P address of the RCCMD client and en

Figure 102A WAKEUPO Command into RCCMD Log File

3.7 RCCMD with SSL for UNIX

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides
security and data integrity for communications over TCP/IP networks.

Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the
ANet work & Securityo configuration button and e
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Network & Security Settings

MAC Address: 00-03-05-0E-09-E1 Enable Telnet Server:
Metwork Card Speed: AUTO v Enable HTTP Server:
Local Address: 192.168.202.98 HTTP Port: a0
Gateway Address: 1921682021 HTTP Refresh Time: 10
Subnet Mask: 255.255.255.0 HTTP Default Page: UPS Status
DHS Server. 192.168.202.8 Enable HTTP Tooltips:

Enable UpsMon Server:
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: [

RCCMD Listener Port: 6002
Change UpsMon & 554 Password:

RCCMD Timeout: 180
Confirm Password:

(uSe RCCMD SSL: )

Use UpsMon Password for Web Pages: B

Figure 103 RCCMD SSL Settings

The SSL network feature requires correct time settings, so it is required to configure a

ti meserver . Click the ATimeserverih
one timeserver.

ime Settings
RFC868 TCP compatible timeserver listening on port 37 required
To disable the timeserver feature settimeserver address 110 0.0.0.0

Some public timeservers (could be used for bath protocols):
129.6.15.29 : National Institute of Standards and Technolegy

192.53.103.103: P Technische B
‘Current system time: Thu Dec 4 23:49:26 2008
(TmeserverAddress1: 19253103103 SNTP  ~)
Timeserver Address 2: 0000 SNTP =
Timeserver Address 3: 0.00.0 SNTP -
Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockhelm, Vienna

Automatically adjust clock .
for daylight saving changes: (implemented for european timezones only)
Connection Retries: 2

Synchronize Time on B

incoming RAS connection:

Synchronize Time on

outgoing RAS connection:

igur ati

([ TestTimesener1 || [ TestTimesenver2 | [ TestTimeseners | | Synchronize CS121 clock now

Figure 104 Timeserver Settings

Click the ASiaowreii Cowntftigqrurand t he ASave,

settings.
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CS121 Configuration Manager

Reset to Factory Settings
Load the C35121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memaory. Changes will be used after the next reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Use right mousebutton and “save target as”)
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Rebootthe C3121 without saving configuration changes.

Write all changes to flash memaory and reboot the CS121. (Please be patient after clicking here)

MO Im O § =

Save, Exit & Reboot ]

Figure 105 Settings Confirmation

Start the RCCMD Web Configurator again and enable the SSL network feature.

Gl il & t2://10caihost8080/ Options/connections.him

Datei  Bearbeiten Ansicht Faveriten Extras 7

Y Favoriten | qi3 @) Web Slice-Katalog ~

|| (& Connections
SEn 0:0:0:0:0:0:0:1

* Options The list below identifies all senders that are allowed to connect to this listener.
Nore: An empty list means that every sender can connect to this listener.

Connections

N
o Heartbeats Sender IP Address
* Redundancy 192.168.222.113 =

 Shutdown Settings
.
.
.

Notification Settings
Advanced Settings
Web Configuration

m

Protocol

The setting below increases the security of connections to this RCCMD

\ccept only SSL connections (requires restarting RCCMD),

["] Reject expired SSL certificates

Hel,
oo |

Figure 106 SSL Configuration

If you want to accept expired certificates, please enable the accordant function.
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3.7.1 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl inewca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it
should contain the same useful common name (CN), that you selected for the CA. The
private key must not be encrypted to let the RCCMD Client (service) start without trouble.
Therefore Wweodsso thpt ifbeywraenglo tchemmand :

CA.pl inewreq -nodes
Sign with your CA:
CA.pl 1sign

Now <create an empty filed named Airccmd. pemn
newcert.pem (rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it.
Please note, that the exact copying is required to use it without trouble!

Use your own RCCMD certificate

Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):
. Backup the existing fArccmd. pemo
. Repl ace the existing Arccmd. pemd with your
. Restart the RCCMD Client

. Restart the RCCMD Sender

3.8 Configuration of rccmd.cfg file in a non-grafical environment

It is required to perform the configuration via editor, if you do not have a graphical
interface. The configuration file is thder firccmd
(default). The file contains the description of the single configuration parameters. Please

take a |l ook into the following example of the
your installation:

T R R T R R T

# RCCMD Coffiguration
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# Bind on Interface

# Defines on which interface we listen for incoming commands
# Default: 0.0.0.0 (All possible interfaces on this host)
ListenAddress=0.0.0.0

# Listen on Port

# Defines on which interfae port we listen for incoming commands.
# Default: 6003

ListenPort=6003

# Enable UDP

# Defines if we should listen for rccmd (UDP) broadcasts

# Default: true

ListenUDP=true

# Access Control List

# A list of valid sender addresses, only its members canecbmho us.
# Seperate IP addresses with a space, e.g.: "192.168.0.1 192.168.0.2".
# Default: <empty> (Everyone is allowed to connect to us)
AllowedAddresses=

# Alive Check

# Enable Alive Check

# Defines if we should perform UPSMan alive checking.

# Defaut: false

AliveEnabled=false

# Alive Check Rate

# Defines the interval of UPSMan alive checking, in seconds.

# Default: 1800

Alivelnterval=1800

# Alive Retry Rate

# Defines the number of UPSMan alive checking retries, in case of problems.
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# Default: 0

AliveRetries=5

# Alive Check Group Members List

# A list of UPS device addresses that should be checked periodically.
# Seperate |IP addresses with a space, e.g.: "192.168.0.1 192.168.0.2".
# Default: <empty> (No alive checking)

AliveAddresses=

# Alive Program

# Full path to script that is executed when an alive check fails.

# Default: rccmd_notalive.sh

AliveProg=

# Redundacy Mode

# Enable Redundancy

# Defines if we should operate in redundancy mode.

# Requires an enabled <Alive Check> configuration.

# Default:false

RedundancyEnabled=false

# Redundancy Group Members List

# A list of redundancy group member addresses, must be also in <AliveAddresses>.
# Seperate IP addresses with a space, e.g.: "192.168.0.1 192.168.0.2".
# Default: <empty> (No redundancy availapl

RedundancyAddresses=

# Redundancy Level

# Defines how many of the <RedundancyAddresses> are redundant.

# Shutdown is executed when the number of shutdown requests exceeds this number.
# Default: 0 (No redundancy available)

RedundancyLevel=0

# Enable Redndancy Script

# Defines if we should NOT execute a script when redundancy suppresses a shutdown.
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# Default: false.

RedundancyBatchSuppress=false

# Redundancy Script

# Full path to script that is executed when redundancy suppresses a shutdown.

# Default: $iutdownSuppressed.sh
RedundancyBatchFile=

3.9 Older RCCMD Configuration on UNIX OS

If no entries are changed in this default rccmd.cfg file, all incoming RCCMD commands
will be executed from any sender and use the default shutdown scriptfile

fir ccmd_ snh wthdaw

Add the IP address of the RCCMD server, which is allowed to send a shutdown to this
client.

RCCMD Configuration =) (%

Addresses rFunctiDns rLogfiIa rExecute rContmI ‘

IP address list of all RCCMD servers that are allowed to send a
shutdown command to this client (no entry Meansevery server)

| Add Address ..

Dielete Address

|RCCMDCFC W4.0.0.11
| Sawve | | Cancel

Figure 107 Configuration i RCCMD Sender IP Address

o Attention: If you do not enter an address, then every server has the
permission to send a shutdown coand. If more than one
CS121 or rather UPSMAN is existent, thus a redundancy
situation, you need to enter more than one address as
authorized sender.
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B RCCMD Configuration

Addresses rFun[unns angfi\E rEXE[LI(E rCnntrnI |

UPSMAN alive checking

Enable connection checkl Test connectionis) ...

Polling rate:

30 min
Connection retries: 5

Execute at failure:

UPSMAH

3

|,fusr;rccmd;rccmd_execule.sh |

[ rowse.. | [ Defaumsemi. | [ Eaifile |

RCCMD Redundancy
|:| Use RCCMD group/redundancy

|RCCMDCFG W4.0.0.11
| Save | | Cancel

Figure 108 Configuration i RCCMD Functions

If you want to use the UPSMAN alive checking (recommended), check the fEnab
connection checkod box. Alive check is a signal,
5769 to check if the UPSMAN has still UPS data i or not. If this fails, the scriptfile
rccmd_execute.sh will be executed which causes a messagbox coming up. The polling

rate (default 30 min.) defines the polling of the UPSMAN service, connect retries (default

5) means after 5 unsuccessful connection tries an alarm will be triggered.

The function AUse RCCMD Trapso enabl es owWPSMAN/ |
the UPS status as a trap message. If activated it will display a local message when the
UPS status of the UPSMAN/RCCMD server changes.

I'f you click the fATest connection(s)éodo button,
IP addresses will start (port 5769 will be tested).

If you click the ABrowse...fA butt-fles, you will g
At UPS installation RCCMD offers redundancy management functionality as follows:

Every UPS must be equipped with a CS121 or UPSMAN software computer. When ticking
the box fAuse RCCMD igyowareggduided tblameraue wheré you can
choose which CS121 /UPSMAN are supplying this RCCMD client. E.g. if 4
CS121/UPSMAN are installed into 4 UPS i than each may send a shutdown signal to this
RCCMD client.
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[ RCCMD Configuration

[ Addresses [ Functions rLogfiIe rExecute rCDntrol |

UPSMAN alive checking
s g Enable connection check | Test connection(s) ... |

Polling rate:

20
! ’ Connection retries: 5

UPsS Execute at failure:

UPSMAN |,fusr;rccmdjrccmd_execute.sh |

[ Browse.. | [ Defauseni. | | Edit File |

RCCMD Redundancy
|:| Use RCCMD group/redundancy

IRCCMDCFG W4.0.0.11
| Save | | Cancel

Figure 109 Configuration i RCCMD Redundancy

The redundancy level defines how many shutdown signals are required to execute the

shutdown.bat file. As long as this number is not exceeded, the RCCMD client will react on

such a shutdown signalonlywi t h a messagebox AExecute comm
suppresses a shutdowno box. This will show a m
been a shutdown signal from one of the UPS in the group, but since all other UPS are still

reading OK i or did not yet send any shutdown, the shutdown is suppressed. 3 shutdown

signals would create messages in the above example (redundancy level 3) only, just the

4" signal would initiate the shutdown.

I RCCMD Configuration

(Addresses rFunctions rLogfiIe rExecute rCDntroI

r 1 Max. logfile-size: 1024 | Kb | Wiewr Logfile

e €

ups

UPSMAH

T 3

|RCCMDCFC v4.0.0.11
| Save | | LCancel

Figure 110 Configuration i RCCMD Log File
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You can configure the log file size and edit the executing sh-files.

The RCCMD version 4.0.2.0 provides a grafical configuration of the shutdown sequence.

[ Addresses | Functions | Logfile [ Execute | Control |

Execute at mail signal from RCCMD server:

Jusrfrcemd frcemd_mail.sh

Configure | | Edit File |

Execute at message signal from RCCMD server:

Jusrfreemd /reemd_message.sh

Edit File

Execute at execute signal from RCCMD server:

Jusrfrcemd frcocmd_execute.sh

Edit File

Execute at shutdown signal from RCCMD server:
|}usrfrccmd}rccmd_shutdown.sh |

Browse d Configure b Edit File

JRCCMDCFG V4.0.2.0

Figure 111 Configuration

Click the AConfigurefi button to enter

| Save | | Cancel

i RCCMD Execute

File:fusr/rcemdfrecmd_shutdown.sh

t

he

Available Commands:

Current Sequence:

RCCMD shut down relay
Wait seconds...
Restart System

RCCMD shut down relay to gx56 (ssl)
RCCMD shut down relay to 111.111,111.1]
RCCMD shut down relay to 111.111.111.1]
RCCMD shut down relay to 111.111.111.11
RCCMD shut down relay to 111.111.111.11

RCCMD shut down relay to 111.111.111.11]

RCCMD shut down relay to 111.111.111.11]

Wait 5 seconds

Jusr/rcemd [rcemd_message.sh [Parameter:

Shut down System

4] Il | [»]

| Add custom application |

Description of: Shut down System

@l @

Ends your session and shuts down System so that you can safely turn off computer.

| Save | | Cancel

Figure 112 Configuration i RCCMD Shutdown Sequence

The following commands are available:
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RCCMD shutdown relay: Relays RCCMD shutdown command to another workstation.
Enter the IP address or the hostname of the remote station you want to shutdown (see
chapter 4.4, page 73).

Wait seconds...: Waits a duration in seconds until the next command will be executed.
Restart System: : Ends your session, shuts down the system and restarts it.

Shutdown System: Ends your session and shuts down the system, so that you can safely
turn off the power.
Click the fAConf i gur e-Kalseltings.t on to enter the

RCCMD Configuration (=) (x

rAddresses |/Functi0ns rLogfiIe rExecute [ Contraol

Execute at mail signal from RCCMD server:

fuzrfrocmdfreomo_mail.sh

Configure ... Edit File

. JRCCMD - Configure Mail

E-Mail-Configuration:

[]Use E-Mail
E-Mail address of the sender:

Mame of the mail server:

il SMTP Authentification:

[JUse SMTP Authentification

Login:

Pazzwmnrd:

jyjj===

Figure 113 Configuration T RCCMD E-Mail Configuration

Click « Control » to get to the following functions:
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rAddresses rFunctions rLogfiIe rExecute rCDntrol

Control the Rcomd
| Rcomd status |
Stop Rcomd
Start Rcomd
UPSMAHN
|RCCMDCRC w4.0.0.11
Save | | Cancel

Figure 114 Configuration i RCCMD Control

3.9.1 RCCMD Client as Relay Station

If you need to reach a bigger amount of receivers, it is required to define the CS121 as
relay station. The receiver must be defined, if receiving a RCCMD signal, that it will start a
script, which will send further RCCMD signals. The workstation is receiver and sender at
the same time and thus an important connection in the UPS monitoring. The usage of a
RCCMD client as relay station makes the monitoring of more than hundred RCCMD
clients as easier as the configuration of the CS121 via web-browser. Furthermore the web-
browser event configuration got a limit, so that it is required to use the relay function, if the
amount of jobs is more than 50 per event at the CS121.

The following steps are required for the configuration of the relay function:
. Open the file Arccmd_shutdown.sho with an

e Add prior of the shutdown ©oHf ndcwo )wotrhkestrae
calls, e. g. the call of the included fAsen:t

. Add the desired IP addresses or rather the DNS names:
JIsend_shutdown.s h -a10.10.10.10 -a10.10.10.11 -a10.10.10.12
. Save the settings of the Arccmd_shutdown. s|

The RCCMD version 4.0.2.0 provides a grafical configuration of the shutdown sequence.
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[ Addresses | Functions | Logfile [ Execute | Control |

Execute at mail signal from RCCMD server:

Jusrfrcemd frcemd_mail.sh

Configure | | Edit File |

Execute at message signal from RCCMD server:

Jusrfreemd /reemd_message.sh

Edit File

Execute at execute signal from RCCMD server:

Jusrfrcemd frcocmd_execute.sh

Edit File

Execute at shutdown signal from RCCMD server:
|}usrfrccmd}rccmd_shutdown.sh |

Browse d Configure b Edit File

JRCCMDCFC V4.0.2.0
| Save | | Cancel |

Figure 115 RCCMD Shutdown.sh

Tag the ARCCMD shut dowmbrl el &yodmmamtde o0t hwe nidAdwa ia n
button, to add this function into the fACurrent

File:fusr/rcemdfrecmd_shutdown.sh

Available Commands: Current Sequence;

CMD shut down rela RCCMD shut down relay to gx56 (ssl)

Wait seconds... RCCMD shut down relay to 111.111.111.11]
Restart System RCCMD shut down relay to 111.111.111.1]
RCCMD shut down relay to 111.111.111.11
RCCMD shut down relay to 111.111.111.11
RCCMD shut down relay to 111.111.111.11]
RCCMD shut down relay to 111.111.111.11
Wait 5 seconds

Jusr/rcemd /reemd_message.sh [Parameter
Shut down System

™\
8
W M

|

@l o

Il Ii | [»]

| Add custom application |

Description of: Shut down System
Ends your session and shuts down System so that you can safely turn off computer.

| Save | | Cancel |

Figure 116 RCCMD Shutdown Sequence

The following panel will appear, in which you can enter the desired IP address range or
hostname.
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RCCMD Configuration

Configure Shutdown Sequence

File:fusrfrecmd/reemd_shutdown.sh

Available Commands: Current Sequence

- - 1 { s . —
RC'.:MD OO0 Configure RCCMD shutdown relay
Wait seq

Restart §
Enter IP address or hostname of the remote computer  |gx7 7

you want to shutdown with the RCCMD
-ANDOR-

Enter an IP range of remote computers youw want to shutdown with RCCMD:
From:|192||168|[222|(200| To:192 168 222 | |

[] Use secure connection {SSL)

Descriptio

|
Relays RCCWMDSAUTOOWI COMMand 0 another CoMputer ENter [P agaress of Nosthame or—
the remote computer you want to shutdown.

| Save | | Cancel

@l @

Figure 117 RCCMD Shutdown Relay

If you want to remove single IP addresses, mark the line with its desired IP address and
click the fi<do button.

Additionally you can enable the SSL function.

3.10 UNIX RCCMD Configuration With CURSES Library

o Note This section does not apptyrccmd V1 for Unix, in addition it
only applies to rend running in ‘Listen' mode. This tool
orccmd_confdé is not supported by
you try to start on not supported OS, you will receive an error
message about nmEryssing oOcurseso |

Rcemd V2 running in 'Listen' mode may be configured using a configuration file. By
default rcemd will look for a file named ‘rccmd.cfg' in its startup directory (usually
‘lusr/ups’). This file may be generated using rccmd_conf. Rcecmd_conf is a small curses-
based utility which runs on the console or a terminal or a terminal-emulation under the X
Window System (e.g. xterm).

o Note The contents of 'rccmd.cfg' are vital to system security. It
should be writeable only for the System User 'root'.

Run rccmd_conf:
$su-

Password:
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# cd /usr/ups
# Jrccmd_conf

if 'rccmd.cfg’ does not exist (e.g. if you run rcemd_conf for the first time) the following
notice will be displayed:

O | generex@host: fusrfups

| Create |JIEGia

Figure 118 Making the Configuration File

To proceed hit the [Tab] key until the [Create] button it is highlighted and press [Enter],
otherwise select [Exit].

If you created 'rccmd.cfg' or if the file existed already rccmd_conf will switch to its main
configuration menu.

O | generex@host: fusrfups

Rcemd Configuration

Figure 119 RCCMD Configuration Menu UNIX

91



To switch between the menu entries use the [Tab] key and/or the arrow keys [Y] , 1. [§Y
a n d]. To Zelect an entry press [Enter].

It is not necessary to work from top to the bottom, you may configure the menu items in
any order. In fact it is not necessary to configure anything at all, if you just select [save]
‘rccmd.cfg’ will be written with default values sufficient to run rccmd. To use all features of
rccmd and/or improve security it is however strongly suggested to customize 'rccmd.cfg'.

Configure fiRccmd Network Optionso

In this screen you may configure network related options of the rccmd listener. To switch
between the option-fields and buttons use the [Tab] key.

O | generex@host: fusrfups

Rcemd Hetwork Options

[Cancel ] [Default]

Figure 120 RCCMD UNIX Network Options

Bind on Interface: This option tells rccmd on which network
interface it binds its main tcp listen socket. You
may enter any valid IP address your host can be
reached.

The default value for this option is 0.0.0.0, this is
a working value, it means 'listen on all possible
interfaces of this host'. If your host has a dial up
connection to the internet you may want to
change the default, to ensure rccmd will not be
connected from the internet. In this case you will
enter the primary IP address of the host rccmd
listener is running on.

Example:
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Your company runs a private network in the
192.168.1.0/24 address range. The host rccmd
listener is running on is assigned the IP

192.168.1. 9. You may enter 19
on Interfaced, to ensure only
network can connect to rccmd.
Listen on Port: This is the port rccmd will listen to. Allowed
values range from 1 to 65535 (inclusive). The
default is 6003. If you change the port of the
rccmd listener you will also have to switch the
port of the rccmd sender in order to enable a
connection. It is normally not necessary to
change this setting.
Enable UDP: If this opion is enabled rccmd will open an UDP
Listen Socket in addition to the TCP Socket. This
allows the rccmd listener to receive rccmd
broadcasts. Possible values are 'true' and ‘'false'.
The default is fAtrueo. To swi
Y1 alkeys.[ Z
Timeout: Timeout for TCP connections. The default is 10
seconds. It is normally not necessary to change
this setting.
To reset all values to their defaults select the [Default] button by hitting the [Tab] key, then
press [Enter].
To leave the screen select either [OK] or [Cancel] with the [Tab] key and press [Enter],
[Ok] means accept all values as displayed on the screen, [Cancel] means discard all
changes made to the screen.
Configure AAccess Control Listo
AAccess Control L i st dender mddiessésnAsvalid sehdersaddressis v al i
the IP address of an rccmd sender that is allowed to connect to the rccmd listener. Initially
the list is empty.
o Note An empty Access Control List means everyone is allowed to

connect.

To switch between the entries in the list use the [y ] a hkays, [toZswitch between the
buttons use the [Tab] key. To select an entry press [Enter].
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B | generex@host: fusrfups

Valid Sender Addresses

[ Add ] [ Edit ] [Delete] [ ok ] [Cancel]

Figure 121 RCCMD UNIX Add Sender

To add an IP address hit the [Tab] key until the [Add] button is highlighted, then press
[Enter].

B | generex@host: fusrfups

Valid Sender Addresses

[ Acdd [ Edit ] [Delete] [ ok ] [Cancel]

Figure 122 RCCMD UNIX Sender Example

Enter the IP address of the host you want to be able to connect, then press [Enter].
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B | generex@host: fusrfups

Valid Sender Addresses

192,168, 1.1

[ Add ] [ Edit ] [Delete] [ ok ] [Cancel]

Figure 123 RCCMD UNIX Sender Overview

To edit an entry in the list select it by hitting the [y ] a h kieys [urdil the entry is
highlighted, then hit the [Tab] key until the [Edit] button is highlighted, then press [Enter].

B | generex@host: fusrfups

Valid Sender Addresses

192,1658,1, 1

[ ndd ] [Delete] [ ok ] [Cancel]

Figure 124 RCCMD UNIX Edit Sender

Edit the Address in the AEdit Addresso Window.
button with the [Tab] key and press [Enter] otherwise select [Cancel].

To delete an entry in the list select it by hitting the [y ] a hkeys [urdil the entry is
highlighted, then hit the [Tab] key until the [Delete] button is highlighted, then press
[Enter].
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B | generex@host: fusrfups

Valid Sender Addresses

182,

. .1
192,168,1,2

[ Add ] [ Edit ] [ ok 1] [Cancel]

Figure 125 RCCMD UNIX Delete Sender

Confirm to delete the entry by selecting [Ok] with the [Tab] key and pressing [Enter],
otherwise select [Cancel].

To leave the screen select either [Ok] or [Cancel] with the [Tab] key and press [Enter].
[Ok] means accept the list as displayed on the screen, [Cancel] means discard all changes
made to the list.

Scan for Upsman/Upstcp:

This screen allows you to scan your network for Upsman/Upstcp servers. You may want to

add the detected | P addresses to the fAccess Co
o Note The options on this screen do not directly affect rccmd.

However, theesults of a network scan magtransferred to

the 0Access Control Listo.
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B | generex@host: fusrfups

Scan Options

[ Cancel ]

Figure 126 RCCMD UNIX Sender Scan

lowest/highest IP: On startup rccmd_conf tries to determine the
hosts primary IP address. From this address a
corresponding Class C network range is derived.
These are the default boundaries for the network
scan. If you want to scan another network or
adjust the range, move to the desired entry
(lowest and/or highest IP) using the [Tab] key and
change the address as appropriate.

Port to Scan: The port the scanner will try to connect to. The
default is 5769, which is the default port of the
Upsman/Upstcp server. If you have
Upsman/Upstcp running on a different port you
may want to switch this option accordingly.

To start the scan select [Scan] using the [Tab] key and press [Enter], otherwise select
[Cancel].

Configure fiCheck Upsman/ Upstcpo:

The Rcemd listener has the ability to check periodically if the Upsman/Upstcp servers

configured in AAccess Control Listo are alive.
o Note The o0Check Upsman/ Up detifchpré f eat ur
are any addresses configured in
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I f there are one or more entries in iAccess C
Optionso pops up.

B | generex@host: fusrfups

Check Upswan Options

[Cancel] [Browse] [Default]

Figure 127 RCCMD UNIX Check Upsman
Use the [Tab] key to move through the option-fields and buttons.

Enable check Upsman/Upstcp feature: Possi bl e values are fitrueo an
the default. To change the value use the [y ] and
[ Jkeys.

Enter the interval for upstcp connects in minutes:

Interval to connect Upsman/Upstcp servers in
minutes. Default is 30 minutes. To change
overwrite the value in the options field.

File to execute: This file will be executed if rccmd is not able to
connect one (or more) of the configured
Upsman/Upstcp servers, asuming that either the
host is down or the Upsman/Upstcp process is
not running. Default is
‘lusr/ups/rccmd_notalive.sh'. You may change
this value by overwriting the string in the options-
field or by selecting a file in the file-browser. To
invoke the file-browser hit the [Tab] key until the
[Browse] button is highlighted, then press [Enter].

To reset all values to their defaults select the [Default] button by hitting the [Tab] key, then
press [Enter].
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To leave the Screen select either [Ok] or [Cancel] with the [Tab] key and press [Enter],
[Ok] means accept all values as displayed on the screen, [Cancel] means discard all
changes made to the screen and switch back to the previous state.

Configure fiLogfile Optionso:

The rccmd listener is able to write and maintain a logfile. It will log events such as startup
and shutdown of the program, accepted and denied network connections and executed
commands. Some parameters may be configured on this screen.

B | generex@host: fusrfups

Logfile Options

[Cancel ] [Browse] [Default]

Figure 128 RCCMD UNIX Log File Options

Enable logging to file: Possible values are fitrued an
default. To change the value use the [y ] alnd [ Z
keys.

Select maximum size of log file: The log file will not gain larger than this size. If

the size of the log file would exceed this limit
rccmd will automatically shrink it by 10% before it
continues write to the log. The file will be shrinked
from the start, so older entries will be removed
first. The default size is 1024 Kb. To change the
value usethe[§ ]  alrkelys. Thé special value
'0' means the file will not be shrinked.

Log file name: This option specifies the name and location of the
|l ogfile. The default is A/ usr
may change this value by overwriting the string in
the options-field or by selecting a file in the file-
browser. To invoke the file-browser hit the [Tab]
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key until the [Browse] button is highlighted, then
press [Enter].

To reset all values to their defaults select the [Default] button by hitting the [Tab] key, then
press [Enter].

To leave the Screen select either [Ok] or [Cancel] with the [Tab] key and press [Enter],
[Ok] means accept all values as displayed on the screen, [Cancel] means discard all
changes made to the screen and switch back to the previous state.

Configur e AShutdown Optionso:

B | generex@host: fusrfups

Shutdown Options

File to

[Cancel ] [Browse] [Default]

Figure 129 RCCMD UNIX Shutdown Options

File to execute: This file will be executed if rccmd receives the
ASHUTDOWNO command from the
Default is /usr/ups/rccmd_shutdown.sh. You may
change this value by overwriting the string in the
options-field or by selecting a file in the file-
browser. To invoke the file-browser hit the [Tab]
key until the [Browse] button is highlighted, then
press [Enter].

To reset all values to their defaults select the [Default] button by hitting the [Tab] key, then
press [Enter].

To leave the Screen select either [OKk] or [Cancel] with the [Tab] key and press [Enter],
[Ok] means accept all values as displayed on the screen, [Cancel] means discard all
changes made to the screen and switch back to the previous state.

Exit rccmd_conf:
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I'n the main configuration menu fiRccmd Configur
hitting the [Tab] key until the desired button is highlighted and press [Enter]. [Save] means

'rccmd.cfg’ will be written according to the actual values of the configuration screens, [Exit]

will just exit the program, leaving 'rccmd.cfg’ untouched.

The File Browser:

Some of the screens above use a small build-in file browser like this:

B | generex@host: fusrfups

Figure 130 RCCMD UNIX File Browsing

The [y ] a nkdys ha¥ be used to move the list up and down. Pressing the [Enter] key
will select the highlighted entry. If the selected entry is a directory the browser wil move
into this directory and list its contents. As usual the double dot '.." means the parent
directory. File types are indicated similar to the output of ‘Is -F'. This means a ™' is

appended for executables, '/' for directories, '@' for symbolic links and '=' for sockets.
UNIX RCCMD multiple sender configuration (V11 V2):

In case the user wants to utilise more than one sender address the rccmd.sh has to be
modified like this:

#! Ibin/sh

# You may specify a sender IP to accept signals from,
# default is everyone.
SENDER="-a 10.55.52.82 -a 10.55.52.83 -a 10.55.52.84"

# You may change the port to listen on,

# default is 6003.
PORT=
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# You must define a command to be executed upon
# receiving signal.
SCRIPT=/usr/ups/doshutdown.sh

# test -z $SENDER || SENDER="-a $SENDER"
test -z $PORT || PORT="-p $PORT"

# to start:

Jrcemd -| $SENDER $PORT $SCRIPT

UNIX RCCMD multiple sender configuration (V3 and higher):
How to start several RCCMD sessions via different ports on UNIX?

Every RCCMD session needs an own TCP port, e. g.:

Jrcemd 71 T p 6003
Jrcemd i1 T p 6004
Jrcemd i1 T p 6005

Import into RC files:
Set an accordant amount of starting scripts and invoke them trough the old ones:

a) Create new starting scripts, copy 3 times the old script and rename them:

cp rccmdctl.sh recmdctl -1.sh
cp rccmdctl.sh recmdctl -2.sh
cp rccmdctl.sh recmdctl - 3.sh

b) Adjustthe new scripts through the variable ARC

RCCMDPORT=6003

Adjust the old script, because it starts the new one, replace the start- and stop

sector in the folder Arccmdct] fi:

start)

lusr/ups/rccmdctl - 1.sh start
lusrlups/rcc mdctl - 2.sh start
lusr/ups/rccmdctl - 3.sh start
stop)

lusr/ups/rccmdctl - 1.sh stop
lusr/ups/rccmdctl - 2.sh stop
lusr/ups/rccmdctl - 3.sh stop

Attention:
Do not edit the scripts with a Windows editor, because the different word wrap of
Windows/Unix would destroy them!
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4. RCCMD on VMware

VMware is manufacturer for virtualization solutions and sales different constructions of
those products. RCCMD is able to shut down the virtual guest systems AND the VMware
physical host systems. We descripe the specific features into the following chapters.

Guest 05
ESX () RCCMD for VMWare ESX 3.x-4.x Server
Guest 05
(vMotion, DRS, HA, Storage vMaotion)
vCenter Server Guest O5...
(5) Server
(license Hardware ESX|.(freeware}. not supported byﬁ FeEmD Guest 05
manager) (ESXi freeware is managed by the Virtual Infrastructure (or vSphere)
Client) not supported by RCCMD Guest OS5
ESXi (3) RCCMD for ViMWare ESXi4.x Guest OS5,
(viMotion, DRS, HA, Storage viMation)
VMWare Server (freeware)
Guest 05
Workstation Windows or VMWare Workstation (3) Guest O3
- User
Hardware Linux OS Guest O5...
RCCMD Linux | Session VMWare Player (freeware)
Windows vSphere Client for managing ESX(i) hosts (freeware)

Figure 131 VMware Products
RCCMD is able to shut down the products ESX ($) and ESXi (%$).

The RCCMD software supports the VMware ESX and VMware ESXi. The VMware ESX is
liable to pay ciosts always and contains an integrated Linux desktop. VMware ESXi is
available for free too and is an operating system, which is embedded in another system
with web-interface. We descripe the respective differences in the usage of RCCMD into
the following chapters.

4.1 RCCMD on VMware ESX

The RCCMD Software for VMWare ESX Server is a Linux based TCP client for receiving
shutdown calls from UPSMAN software (any vendor), CS121 (any vendor) or other
RCCMD licensed applications like SNMP adapters etc. from other vendors.

RCCMD for ESX Server runs on GNU Linux 2.6.18 or higher, which is the basis of the
2008 ESX 3.5.x Serverplatform.

For installing RCCMD please refer to chapter 4. RCCMD for UNIX, following we describe
some special aspects which are only applicable to ESX Server.

Installation:

Since the ESX Server does not offer any graphical interface, the download of RCCMD
client for ESX Server from the GENEREX Website or other sites is not easy 1 unless you
have extra tools installed like commandline browsers like Wget.
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Additionally, by default, there is no FTP server active on ESX Server, so a transfer of a
downloaded RCCMD package may be blocked. For this reason we recommend to use a
local interface on your ESX Server like CD ROM Driver or USB stick.

. Download RCCMD for ESX Server from the GENEREX Website i using your
original RCCMD licensekey (not older than 2 years !) and extract the TAR file.
Copy the files on a CD-R and insert this CD now into your ESX Server CD
drive. Alternativly use UPSMAN CD ROM Version 5.48 or higher.

. Login as root and mount the CD ROM on the VMware ESX Server:
Enter: Amount /dev/cdrom 0o

. Change to the CD ROMibby :@{filfsdd y/omn tc/amd rscened t
the CD, change now to the folder DRIVERS/PreviousVersions/UNIX-ALL
(UPSMANCDROM)u nt i | you find the installationpr

e Start now the installation by entering : f
the screen i from here the installation is identical to any other RCCMD
installation for UNIX.

. After the installation is finished, a new process will be running on your VMware
ESX Serveril:0 Aiwhlircchc nldeans the system is rea
ATTENTION: ESX Server has per default a firewall active, which does not allow
to send from remote RCCMD signals.

o Attention: The VMware ESX server got an active firewall by default, which
denies the RCCMD signals

Firewall Configuration :

The following firewall configuration of the VMware ESX Server is required to receive
RCCMD signals:

esxcfg - firewall 106003, tcp,in,RCCMD
Restart the firewall service to apply your settings:
service firewall restart

RCCMD is now listening (clientmode)and wi I I start the fVMiaee Aishut d
ESX Server, when any CS121 or UPSMAN transmit a RCCMD shutdown call. This file
shutdown. sh makes an @VMware BSX Serten edid thisvfie, ifoyou y ou r
want to use a different shutdown procedure.

o Advice: We recommend to install RCCMD on the virtual guest systems
too and to shut them down PRIOR of the shutdowime of
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physical host. Therefore the secure shutdown of the guest
systems is assured and avoids the lost of their data.

4.2 RCCMD on VMware ESXi 4.x1 5.x

The RCCMD Software for VMWare ESXi Server is a Linux based TCP client for receiving
shutdown calls from UPSMAN software (any vendor), CS121 (any vendor) or other
RCCMD licensed applications like SNMP adapters etc. from other vendors.

The following requirements are needed for the installation and configuration of RCCMD
on VMware ESXi:

1. A VMware vSphere is on a Windows workstation at present.

2. A installed and configured vMA is on an ESXi server at present. You can download the
VMA from VMware. Please take a look into the VMware documentation, e. g. for the vMA
4 on page 13:

http://www.vmware.com/support/developer/vima/vma4l/doc/vma_41_guide.pdf.

3. For the transfer of the RCCMD package, a SCP/SFTP client (like Filizilla or WINSCP) is
required. In addition a terminal tool (e. g. Putty) is needed, to open a command line on the
VMA. Both tools are common tools of an ESXi server or any other UNIX system and will
not be described in this user manual.

4. Amount of RCCMD VMware client licenses (min. One license).

vSphere client: This is a grafical administration tool for ESXi server. We suppose, that
you already have installed a vSphere client and will not describe its installation and
control.

VMA: The VMware ESXi server provides the vSphere Management Assistant (vMA) 4.x or
5.x as interface for external applications, in which RCCMD is running. That means, the
RCCMD client on the vVMA receives a CS121 shutdown and will forward the shutdown
command to the ESXi server. The vMA provides a management interface for the script
based control of the ESXi server. RCCMD will be installed on the vMA. The RCCMD
installer detects automatically, that the installation is executed on a VMware application
and will install adjusted scrpits for the shutdown.

o Attention: The OEM versions of thMWare, which got another behavior
than the original version, will not be supported!

o Attention: RCCMD does not support E&Xi5.xwith free license!
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Figure 132 ESXi License-Error

4.2.1 The ESXi configuration via vMA and vSphere

RCCMD will be installed on the vMA. The shutdown will be defined at the accordant ESXi
host. RCCMD will send a shutdown command from the vMA to the ESXi host. The
following figure shows the RCCMD client on the vMA, from where the shutdown to the
ESXi hosts will be initiated.

=
PRt TS
- " " i)
Esx' HOSt = with Defauk Startup Delay ‘Defauk Shutdown Delay
wirtual machine For o e e, dely s o e veesmactinn, sy kot
shutdown enabled e P sean
through vSphere Client = |
configuration R
e Tt T E T e
- Automaticstarup
VM - vMA T ) e 0 it s e |
AVMWare tool for | Any Order Move Down
[ —— analstarton q
ex. )]
Here is RCCVID has
installed
" P [
ndows \

GS$121 Shutdown Prority :
1st= All VMs with RCCMD running (eg. Windows VMs, Linux VMs)
2nd = vMA with RCCMD to shutdown this ESXi Host

c

PS
... more VMs Shutdown

Ccs121

Figure 133 A RCCMD shutdown will be send to the optional RCCMD clients on the virtual
machines, than to the ESXi host
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The vSphere client provides the possibility, that every host can be configured, that the
virtual machines will be shutdowned prior of the shutdown of the physical host. To use this
function, it is required to install the VMware tools on the virtual machines.

4.2.2 Shutdown configuration of virtual machines on the ESXi host

Select into the vSphere Cli entonyour2)haasntd (tla)g,
starting/shutdowno (3). Now cklick the VvMA butt
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B B (6 o o e b B oy
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i
tual Machine strtup and shadoss
[T ——— Eratied 5
e et ey sk
et ShkdenDeey oo
statup onder

Gy | Wolchne St | wwtpbeby | S| S ey

wtomats Stortim
T [ (e Fogen ) Enbled _ f0seronds  ShiEdo . seconds

Trkbiedby | Requested Sat T — | Sl Tive Comitod Tre

9 Taks Evahaabon Mok 60 days temanng 100t i
Figure 134 vSphere Client Configuration

Select into the properties dialog the vVMA and set its values to 10 seconds start delay and
30 seconds shutdown delay.

irtual Machine Startup and Shutdown x|

System Settings

¥ allaw virtual machines to start and stop automatically with the system

Default Startup Delay Default Shutdown Delay
Far each wirtual machine, delay startup For: Far each virtual machine, delay shutdown for:
IID seconds 30 seconds
¥ Continue immediately if the YMware Tools start Shutdovn Action: Guest Shutdown j

Startup Order
Power on the specified virtual machines when the system starts, During shutdown, they will be stopped in the opposite order.

Order | Virtual Machine | Startup | Startup Delay | Shutdown ‘ Shutdown Delay |
Automatic Startup Mave Up |
1 &h ﬂsuhere Managem...‘) Enabled 10 seconds shutdo... 30 seconds |

Any Order Move Down |
Manual Startup = -
(e )]

QK Cancel Help

Figure 135 vSphere Client Auto-Start Configuration
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¥irtual Machine Autostart Settings x|

— Skartup Setkings
After starting this virtual machine, continue starting other
wirtual machines according bo the Following settings.

" Use default
¥ Use specified settings

Startup Delay: |1|:| seconds

[¥ Continue imrmediately if the YMware Tools skark,

—Shutdown Settings
After skopping this virkual maching, continue stopping other
wirtual machines according to the Following settings.

" Use default

&' Use specified settings

Shutdown Delay: |3E| seconds

Perform shubdown action: IGuest Shutdawn j

(04 I Cancel | Help |

Figure 136 vSphere Client Auto-Start Delay

The vSphere client provides the following settings:

,

System Settings
¥ allow virtual machines to start and stop automatically with the system

Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
10 seconds 30 seconds
' continue immediately if the VMware Tools start Shutdown Action: ‘SUSPE”d j
Guest Shutdown
Power Off
Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.
Order | Virtual Machine Startup Startup Delay Shutdown | Shutdown Delay
Automatic Startup
1 G vMAS5.0.0.1 Enabled  10seconds Suspend 30 seconds
2 Gh vSphere Managem... Enabled 10 seconds Suspend  30seconds
3 G vmas Enabled 10 seconds Suspend 30 seconds
4 G VMware vCenter 5. Enabled 10 seconds Suspend  30seconds
Any Order

Manual Startup

0K | Cancel Help

Figure 137 vSphere Client i Startup and Shutdown
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Power Off: Switch off without shutdown
Guest Shutdown: Shutdown of the OS only, if the VMware tools are installed

Suspend: Hibernating or sleep mode, the virtual machines will be stopped

o Attention: The shutdown via the VMware tools do not assure, that the
shut downed guest systems will start witHoasing data. To
avoid this risk, you can use RCCMD on the virtual machines
too. The RCCMD shutdown will be executed prior of the
shutdown of the physical host. We recommend to use it, if you
are using data bases.

The further times of delay for the guest systems/VMWares, who should be shut down via
the host, can differ and should be arranged individually. Therefore the duration of the
shutdown will increase accordingly.

The shutdown function of the guest systems/virtual machines will be transferred to the
ESXi host. Some virtual machines are addicted from each other, so that it is required, to
shut them down in a special order. This order and the desired actions (shutdown of the
guest systems) have to be configured from the Administrator on the ESXi host. RCCMD
sends the shutdown signal to the host, which will execute the defined actions.

4.2.3 RCCMD Installation

Download the RCCMD tar file from the website of your UPS manufacturer or
www.generex.de by using a RCCMD license. Copy the file RCCMDinst.tar via the SCP
client (SFTP) onto the vMA. You can use a freeware SFTP client like Filezilla.

. Log on the VMA, e. g. with a terminal tool like Putty

. Create a temporary folder with « mkdir » (e. g. RCCMD) and copy the tar file
into this new folder

. Extract the tar file as follows: tar 7 xvf RCCMDinst.tar

The following data occur after the extraction :
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Figure 138 Preparation of the installation
You should be logged in as root.
Start the installation with the call: ./instaRCCMD.bin

Or as vi-admin: sudo ./installRCCMD.bin

Figure 139 Execution of the binary file and start of the installation

Select the | anguage and press the fientero key.
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allation...

tinuing wich

Figure 140 Introduction, OS recognition

Enter the RCCMD license key, the hostname or rather the IP address of the ESXi host,
the root password and note the license agreement.

Figure 141 RCCMD License Key

Select the desired product features.

Figure 142 RCCMD Product Feature Selection
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4.2.3.1 RCCMD Installation without vCenter

Select option 2, if you do not use a vCenter.

Figure 143 RCCMD vCenter Selection, ESXi Access Data

Enter the shutdown duration for the virtual machines and the name of the vMA.

Figure 144 RCCMD Shutdown Duration, vYMA Name

4.2.3.2 RCCMD Installation with vCenter

Select option 1 and enter the vCenter access data.
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Figure 145 RCCMD vCenter Access Data

o Note:

The vMA and the ESXi server will be shut downed at the same
time. This behaviour is not critical for a RCCMD VvMA. If
vMotion is active on the vCenter serveryia will be moved

on another ESXi server automatically (the IP address and the
functionality will be kept).

Note the pre-installation summary.

Figure 146 Pre-Installation Summary
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Set the Weblf port and enter a password for the RCCMD web-interface.

Figure 147 RCCMD W eblf Protocol, Password

Note that a RCCMD configuration is required.

Figure 148 Configuration Advice, RCCMD Start
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